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Course Goal

To equip participants with the confidence to
discuss and install J-series products into
enterprise style networks

To become familiar with the basics of J-Series
web interface and JUNOS operation and
commands
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Agenda

J-series Hardware Platform

Software Architecture, Services & Forwarding
Initial Configuration (J-Web & JUNQOS CLI)
Licensing

Interface configuration

Static route / RIP configuration

OSPF configuration

BGP configuration

Operations and Management
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Housekeeping

Sign-in sheet

Break and lunch facilities
Finish by 5:00pm
Mobiles silent or off

If your equipment doesn’t work, ask for assistance
iImmediately!

No introductions

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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Who are Juniper Networks?

Nasdaqg: JNPR

Founded 1996 by Pradeep Sindhu

Left his job in 1996 at Computer Science Lab at Xerox PARC
Now vice chairman, and CTO

Was joined by Scott Kriens CEO (today)
With the goal; to start up a high-end router company

1999; was one of the most successful technology IPOs in
history
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M-series Routers
Head office, backbone,
and data centers

J-series Routers
Remote, branch, and
regional offices

Firewalls & Secure
Services Gateways

Advanced Security for
remote, branch, and
regional offices

WAN Acceleration

Increased application
performance in the
network

Copyright © 2007 Juniper Networks, Inc.
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J-Series Certification Program

JNCIA

JNCIS

Operating Juniper

Juniper Networke Technical Certification Program (JNTCP)
Enterprise Routing Track

Networks Routers in the ‘ J NC|A_ER
Enterprise

(OJRE)

Advanced Juniper

Networks Routers in the ‘ )
Enterprise J NCIS ER

(AJRE)
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Juniper M/T-Series Certification Track

JNCIA

JNCIS

s

JNCIP

L

JNCIE

Junipar Networks Technileal Certification Program (INTCP)
M/ Tserles Routers Track

http://www.juniper.net/training/technical _education/

CJINR (5days) = INCIA after passing Thompson
Prometric test www.2test.com

Copyright © 2007 Juniper Networks, Inc.
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Agenda

J-series Hardware Platform
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J-Series

Runs industry leading JUNOS software with integrated
services

Software-based control and forwarding

» Departure from the ASIC-driven data paths in the M-series and T-
series platforms

— ASIC forwarding is overkill in all but the largest networks
— A software-only design keeps costs low

Based on standard PC components; PCl-based interfaces
with Intel IXP4xx Network Processors

Bringing carrier class routing to the enterprise

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 10



J Series Product Family Overview

Unmatched Performance
with Services

Unmatched performance with
services enabled
Extensive Connectivity

Four on-board GIigE ports on
J4350 and J6350

Expandable WAN and LAN
Interfaces via modules

16 J2300 models available

Best Price to Performance

30% lower price than similar
products and more than 2x
faster

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net
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J2300 Components

Fixed 2XT1/E1 deployments with
Backup Interface full services

T1, E1, Serial, or G.SHDSL

Rescue
Button

S e WAN Interfaces
Two fixed FE LAN ports,
Power CONsOle Usg , g 2XWAN and optional integrated
(RJ-45) ISDN BRI backup

DC versions available

256 MB DRAM default,

max 1 GB

256 MB compact flash Compact Flash AC or DC

default, max 1 GB Power Supply
Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 12



J4350 Components

DRAM (under 4 slots for

e T1, E1, FE, Serial, ISDN BRI,
ADSL/2/2+, G.SHDSL, DS3,

the cover) PIMs only
2 slots for E3, GE Interfaces
3 EPIMs or PIMs _
B 4 + 4 fixed GE LAN ports, 4 PIM
b e @ 5 slots and 2 EPIM/PIM slots
coml il « Avaya media gateway
capable

e DC version available

Power 4x
Button 10/100/1000

Console Aux 2x USB

1 GB or 256 MB DRAM default, max 2 GB
« 256 MB compact flash default, max 1 GB

e Hardware encryption acceleration
(optional)

« NEBS compliant models available

AC or DC Power
power supply Switch
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J6350 Components

DRAM (under
the cover) 2 slots for 4 slots for

PIMsonly EPIMS or PIMs

e T1, E1, FE, Serial, ISDN BRI,
ADSL/2/2+, G.SHDSL, DS3,
E3, GE Interfaces

» 4 fixed GE LAN ports, 2 PIM
slots and 4 EPIM/PIM slots

 Avaya media gateway
capable

e DC version available

Power Button
4x Console Aux 2XYSB

10/100/1000

1 GB DRAM default, max 2 GB
256 MB compact flash default, max 1 GB E

Hardware encryption acceleration
standard

NEBS compliant models available

Redundant AC or DC

power supplies
Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 14



J-Series Interface Summary

Platform J2300 J4350 J6350
Size 1U 2U 2U
Fixed LAN Ports 2xFE AxGE AxGE
WAN Interface Slots n/a 6 Open Slots 6 Open Slots
2xT1, 2xE1, 2xSerial, or
2x2-wire or 1x4-wire
G.SHDSL (Optional
Fixed WAN Interfaces Integrated ISDN) n/a n/a

WAN Interface

2XT1, 2xE1, 2xFE, 4xFE,
2xSerial, 1IXADSL2+,
2x2-wire or 1x4-wire
G.SHDSL, 4xISDN,
1XSFP GE, 1xCopper

2XT1, 2xE1, 2xFE, 4xFE,
2xSerial, 1IXADSL2+,
2x2-wire or 1x4-wire
G.SHDSL, 4xISDN,
1XSFP GE, 1xCopper

Modules n/a GE GE
DRAM Memory

(min/max) 256 MB/1 GB 256 MB/2 GB 1 GB/2 GB
Redundancy No No Power (optional)

Additional Software
Licenses

Copyright © 2007 Juniper Networks, Inc.

J-Flow Accounting, BGP
Route Reflector, and
DLSw

J-Flow Accounting, BGP
Route Reflector, and
DLSw
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J-Flow Accounting, BGP
Route Reflector, and
DLSw
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Agenda

Software Architecture, Services & Forwarding
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JUNOS,-°

Internet Control. Internet Scale.

Juniper Operating System

Specialised operating system
Based on FreeBSD
Independent software processes
Protected memory, multi-tasking
Hardware based packet forwarding
Implement key functions on ASICs

Separation of Internet control and high-performance
packet forwarding

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 17



JUNOS Feature Set

IPv4 Unicast/IPv6 JUNOS 7.2 IP Address Management (Static,
Routing (OSPF, BGP, RIPv2, DHCP, DHCP Server, DHCP Relay)
Static routes, IS-IS) Advanced QOS
Multicast (IGMPv3, PIM, SDP, Policing & shaping
DVRMRP, Source Specific) Class-based queuing with prioritization
MPLS WRED

i Queuing based on VLAN/
Encapsulations DLCl/interface/bundles

Ethernet (MAC and tagged)

PPP (Synch) Tunneling

(GRE, IP in IP, IPSec)

Frame relay _ _
HDLC NAT/Stateful Firewall Filters
Serial (RS232, RS449, X.21, V.35, DOS & DDOS protection
EIA530) J-Flow flow monitoring and
MLPPP accounting services

MLFR

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 18



Juniper System Architecture
A Fundamentally Different Approach

Dedicated Resources

Forwarding
Engine

Guaranteed processing,
memory resources per
function

Clean separation of
processes

Copyright © 2007 Juriper Networks, Inc.
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Unmatched Value

No licensing fees for
advanced services such as
IPv6, MPLS, IPSec, and
stateful firewall

No port licenses required
to operate onboard or
modular interfaces
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Modular Software Architecture
High Reliability, High Availability

High Reliability possible only with
independent OS modules

Processes run in their own protected
memory and can’t overwrite
another’s

Single failing component does not
cause a full system crash

Changes localized to modules allow
rapid software change and increased
verification speed

.Interface Mgmt
Chassis Mgmt

>
T
=
Q
D
0

Modules can be restarted
independently

High Availability (Graceful Restart,
NSF, GRES, NSR) possible only
with clean separation of planes and
individually running processes

—
c
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Dedicated Resources
Industry’s Most Secure Routers

Separate control and

forwarding planes offer
Control Plane System resources reserved
ensuring full router control
m while under attack (DoS)
S S Stateful firewall, rate limit
,4_—\_-\ protection for control plane
= Attack Critical filters can be

blocked added/changed dynamically

while under attack;
Thousands of filters at line
rate

Forwarding engine free to
forward traffic when routing
engine is busy (topology
changes, etc.)

Forwarding Plane

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential WWWw.juniper.net 21



Ease of Upgrade
Single JUNOS release train across all platforms

Cisco
(108,

11.3DA -I

11.3WA

11.1AA 11.2(4)XA —
11.2(9)XA

11.1CA 11.3(2)XA

11.3NA

== 11.3DB ==

11.3AA

2.0(.6)WAS.

12,
12.0(5)XA

11.1CcC

|

11.1CT

b 11.1A

This is only 1/3 of the release
navigator web page!

— 12.0(1)XA <t

— 12.0(1)XB -

[— 12.02)xC <

— 12.02)xD -

—— 12.0XE <=

12.0DC

0S

8.0 =% 8.1 = 8.2

= 12.0(2)XH =

> 12.0(4)x1

> 12.0(4)x5

- 12.065)xK =]

> 12 04xL =

[ 12.02)xF <

—12.0(3)xG -

> 12.004)xm =

One Train!

Copyright © 2007 Juniper Networks, Inc.
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Each new software
version has all the
features of the
previous version
and some more.

Eliminates
confusion about
which version of
isoftware to upgrade
0.

Any given version
runs on all J-
routers. This
simplifies staging,
deployment.

Lowers OPEX as
fewer resources are
needed to evaluate,
test and deploy
updates, upgrades
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Agenda

Initial Configuration (J-Web & JUNOS CLI)

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 23



Initial Startup

Boot Order
Primary Internal Flash

Removable external flash (4350 & 6350)
Removable USB

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 24



Loaded Software Components

Routing Engine and Packet Forwarding Engine
Kernel and MicroKernel

Processes

Management Process

Chassis Process

Routing Protocols Process

Interface Process

Forwarding Process

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net
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Juniper references - online

>Support > Software Documentation

JUNQOS Software Release Notes

JUNOS Configuration Guides
Enterprise-Specific MIBs and Traps
JUNOS References

JUNOS API and Scripting Documentation
J-Web Documentation

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidentia www.juniper.net 26



Manual Configuration Recovery

Rollback with CONFIG Button
Press for approx 5 seconds and release
* Rescue Configuration loaded and committed

— Note : You must have created a “Rescue Configuration” for this
option to work and the LED will turn RED for a tew seconds

Press for approx 15 seconds and release

 All configurations including “Rescue” are deleted — red LED Blinks,
and command prompt returns you to root%

» Factory configuration loaded and committed
» Router hostname is persistent (it still stays — why?)

* router> show config (to confirm) _
# autoinstallation appears in the config

Can not be disabled (config button)

171 = R RET]
Q| PORT al[l-i 0 rort ul.-l N
r TR | sTATUS § ) status
T -
il | 10/100/1000 P‘
e o |-
LM r 7

. | casFe

Rescue
Button
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Autoinstallation enabled

Factory Defaults fe-0/0/0
_ IP address 192.168.1.1/24 & DHCP
version 7.0R1.5; server enabled
system { fe-0/0/1
services { IP address 192.168.2.1/24 & DHCP
web-management { server enabled
http; None of the above are viewable
} In the active configuration
+
syslog { Note: If any configuration is
file messages { made and committed,
any any; autoinstallation is disabled. If no
} |IP address is COﬂfI?UI’ed on your
1 fe interface you will lose

connectivity

root> show system autoinstallation status

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 28



Configuration Manipulation

Configuration changes:
Made in candidate configuration
When you select “Apply or OK” using JWEB; written to
Active Configuration
Rollback up to 50 versions Interim

Confirme Configuration
/ Active
load Configuration
Configura‘rion Comm|’r’>
in text file conflgur'a’non
save Rollback

www.juniper.net 29
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Configuration Methods

CLI... root#
Full configuration access, monitoring, traceoptions...
Similar to other CLI interfaces but not!

CJINR 5 day course intro to JUNOS “not” networking — a must to
get the most out of JUNOS

J-Web... http://192.168.1.1 (factory default)
Simple, quick and for the most part intuitive

More advanced configurations are sometimes easier through the
web

Focus of this course is to use the J-Web interface

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net
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Connecting with the CLI

Connect to the RJ-45 port on the router

Configure your terminal software
Bits per second: 9600 - Data bits: 8, Parity: None, Stop bits: 1, Flow control: None

Apply power, wait for the prompt “root%”
Log in as “root” with no password

root% cli
root> configure (Operational Mode)
root# set ? (Configuration Mode)

root# commit and-quit
» Make the Candidate Config > Active

* Any time a commit is made it only copies across the changes not
the complete config

Root> show ?

Before continuing to the next page ensure ¥our system
has beden reset by holding in the config button for 15
seconds

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 31



J-Web Quick Configuration

Connect Laptop or PC to fe-0/0/0
Enable PC for DHCP

http to 192.168.1.1/24

HTTPS supported with user installable certificate (after initial
configuration)

Access J-Web Set Up Quick Configuration Page

After any configuration change click...
Apply - commit
OK — commit and exit screen

« If multiple users are editing the configuration when you commit the candidate
configuration, all changes made by all users take effect

Configuration > View and Edit > View Configuration Text

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 32



Red asterisk (required field)

GINGER -J2300

Logged in as: regress

NETWORK Help About Logout
Monitor A& IR D hgnose / Manage |
¥ Quick Configuration ) ) )
' || Quick Configuration
Set Up :
Interfaces Identification
Users I -
Side * Host Name | 9N9%
pane SHMP 2
Routing Domain Name | enalab. juniper. et
?
FirewwallaT |
PSec Tunnels + Root Password )
» View and Edit —: Verify Root Password | ==
» History
* Rescue
MNetwork
Main DNS Name Servers |[17217.22101 -
pane 17217.26100

Copyright © 2007 Juniper Networks, Inc.

Proprietary and Confidential

S001112

www.juniper.net

33



Specific / Advanced Configuration

Path to current task

Copyright © 2007 Juniper Networks, Inc.

% Juniper.

= NETWORKS

Logged in a5 regress

GINGER - J2300

Help About Logout

E;S" Diagnosle /Manage

Configuration
= Expand all | Hide all |
+ aroups
— system
# radius-server
[+ tacplus-server

L_ Configuration * View and Edit > Edit Configuration > System *> Radius
Sanver

System

Radius server

oK | Cancel | Refresh | Commit..

m’;‘t Ion_ [+ services Digcard... l
+ chassis
i+ interfaces Radi
H protocols adius server Add new entry
B class-of-gervice Address Port Secret Timeout Retry
L Fservices 10.10.10.10
ok | Ccancel | Refiesh | Commit...
Discard... |
Icon Legend
Comment
_ The configurstion statement has been annotated with &
comment. To display the comment, place the cursor over
the statement icon.
lcon Inactive
legend || The configuration statement is not active and does not

affect the device,

M Modified
The configuration statemert has been changed or added.

34
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sl Juniper.

METWORHK

SYDNEY -J2300

Logged in as: root

Help Abowt Logout

Monitor Configuration Diagnose /( Manage ‘Kr

* Ouick Configuration

* View and Edit

* Rescue

Copyright © 2007 Juniper Networks, Inc.

Configuration * History

Database Information

Mo users are editing the configuration database.

Configuration History

The following table shows the router's commit history,
To view a configuration, click the revision number,

To compare configurations, select two and click "Caompare”.

Mumber DatefTime User Client

Current 2005-01-04 19:27:26 EST  root junoscript

2005-01-04 19:22:59 EST  root junoscript

=N

2005-01-04 19:21:23 EST  root junoscript

_l
L]

Comment

Proprietary and Confidential

Log Message Action
Modified wia Set Up Quick Configuration Download
- ) . . . Download
Modified wia Set Up Quick Configuration
Rollback
- ) . . . Download
Modified wia Set Up Quick Configuration
Rollback

www.juniper.net
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Editing Configuration Text using J-Web

r—s - Logged in a5 regress
iJuniper. GINGER - J2300

Help About Logout

Wiontor [TITTTIITY isgnase / Manaoe /

* Quick Cunﬁguratiun?

View and Edit

) N Edit Configuration Text
Yiewy Configuration

- | i e aniguration, When you dick SGammits, the sdited configurat
: If any errors occur when the configuration is loading or cormmitted, the

Edit Configuration restored,

ﬁgfmmgnmmng Configuration version "7.0I0 [builder]”:

Upload Configuration groups {

File § rel |

) : system {
*» History | hozt-name ginger;
* Rescue é I

: interfaces {
fe-0/0/0 ¢
unit 0 ¢
family inet
address
¥
}
}
¥
i
global |

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 36



R Logged in a5 regress

s Juniper. GINGER - J2300

Help About Logout

[T Connguration (L

* Quick Configuration

é View and Edit

Upload Configuration File

Configuration = View and Edit > Upload Configuration File

VBN P EOMNGUISDORRIEEERRE |  ......ccooiciinmmsmassmmmmasmasnsass seasnsasass — - L8 NS LR RO 48 U RORO O BB BS b vonnan b nenne
3 Type the name of a configuration file on the local hard drive.
Edlit Configurstion When yvou click "Upload and Commit", the configuration in the
3 file replaces the existing configuration and takes effect. If any
Edit Configuration Text i errors occur when the file is loading or committing, they are
) : displayed and the previous configuration is restored,
Upload Configuration
File * File to Upload ﬂ Browse... | ?
* History :
* Rescue : Upload and Cornmt | Cancel

Copyright @ 2004, Juniper Networks, Inc. All Rights Reserved. Trademark Notice,
Copy 37



Licensing
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Licensing < JUNOS 7.6

All features available from single software image

Software feature licenses
J-Flow
IPSec VPN
Stateful firewall filters
BGP route reflector (advanced BGP)

Port licenses
No license required for the first 2 x FE
2nd port on 2-port interface cards
T1, E1, Serial, FE

JUNOS 7.6 and above licenses...
BGP route reflector (advanced BGP)
Flow sampling

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 39



One Software Image

All software “features” available in
all platforms

Images are not the same for J-Series
and M/T series

Licenses unlock new features
without software upgrades or truck
rolls

Fewer resources to evaluate, test
and deploy updates and upgrades

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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Interface configuration @
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T1/E1l Interfaces S &, &y
Ly _l\w§0> 'évoeo) Ly
2XT1 or 2x E1 ports NSNS

Support for fractional T1/E1
No support for channelization
Support for 56 & 64k modes
Independent Clock

Integrated CSU/DSU

Su_%oort for G.703, G.704 &
G.706

Diagnostic feature similar to Q
PIC’s

11348676 12345678

FDL
BERT

The cross over cables pin
outs for labs etc.

Loopbacks
Long Buildout

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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Ethernet Interfaces

2x10/100 ports

Auto sensing MDI & MDX support
Support for Full & Half Duplex
Support for MAC filtering (SA & DA)
Support for 128 VLAN’s per port
Not Line Rate at small packet sizes

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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Serial Ports

2xSerial Interfaces

Single Serial Interface which supports
RS232, V.35, X.21, RS449 & EIA 530

Auto-detection based on cable
Juniper Proprietary cables
Maximum Bandwidth of SMB
Auto-Detection for DTE/DCE modes
Clock Rate configurable

Crypto Re-sycnch support

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 44



DS-3

Integrated CSU & DSU

Subrate & Scrambling option support

Support for Verilink, Kentrox, Digital Link, Larscom &
Adtran

Loopback support
BERT & FEAC Support
Counter, Alarms & Clocks

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidentia www.juniper.net
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Copyright © 2007 Juniper Networks, Inc.
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]
iper. SYDNEY - J2300
Monitor Configuration Manage f
¥ Quick Configuration
Set L . | Quick Configuration
5L . | Interfaces
Interfaces '
Ui Interface Mame Link State Configured Description
YD Te-0/00 Tes Fast Ethernet Interface 'fe-0/0/0"
- Logical Unit 0 on Fast Ethernet Interface
Routing fe-00/0.0 Tes Fe-0,/0/0"
Firewall AT fe-0i0A Mo Fast Ethernet Interface ‘fe-0/0/1"'
el-010/2 Mo El Interface 'el-0/0/2'
IPSec Tunnels
el-0/03 Mo El Interface 'el-0/0/3"
* View and Edit : lod Tes Loopback Interface 'lod'
* History lod.0 Yes Logical Unit 0 on Loopback Interface 'la0’
» Rescue 10032768 No !_Iggical Unit 32768 on Loopback Interface

www.juniper.net
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Interface Construction

Fast Ethernet Example
FE-0/0/0.0

MediaType - FPC Slot / PIC Slot / Port Number . Logical Interface
Media Type = FE,E1,T1,etc

FPC slot = Flexible PIC Concentrator

PIC = Physical Interface Card

Port Number = Port on card starting

All the above begin with “0”

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 47



Interface Configuration

Physical Information contained on
FE-0/0/0
« |E full duplex, vlan tagging
Logical Information configured on
FE-0/0/0.0

. | Quick Configuration

 |E: Version 4 IP [ INEEITACES | e

Interfaces
b Address Users Interface Information

SHMP §

.| Logical Interface Description |

g IPv4 Addresses an d Prefixes

FireallAT 5 172.31.2584 222824

IPSec Tunnel

* View and Edit
| 3

eeeeee

::iﬂow ﬂl Delete |

QK | Cancel | Applyl

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 48



Verifying the Link using Ping

Select Diagnose > Ping Host

In the Remote Host box, type the address

SYDNEY -J2300

- Gl duniper.
Click Start o e

* Traceroute

Ping Host

Ping Host

you are not able to ping outside your local netwaork.

+ Remote Host I 2

El advanced options
Don’t Resolve Addresses [ [z
Interval IE Fy
Packet Size
Source Address
Time-to-Live |32 =|[7

Bypass Routing [ 2

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential

The ping diagnostic tool sends a series of ICMP "echo request” packets to the specified remote host,

|

The receipt of such packets will usually result in the remote host replying with an ICMP "echo response.” Mote that some hosts are configured not to respond
requests,” so a lack of responses does not necessarily represent a connectivity problem. Also, some firewalls block the ICMP packet types that ping uses, so

Entering a host below creates a periodic ping task that will run run until cancelled or until it times out as specified.

Interface Iﬁny 'l 2

Count |10 =] |7
Don't Fragment

Record Route

Type-of-Service ID ~| [z

www.juniper.net 49



l naar@host= show int

FPhvaical interface:
Intaerface index:
Link-lewvel typea:
Sourca flltering:
Davica flags :
Intaerface flags:
Link flags :
Cod gueuss i
Hold-times :
Jurrent addrassa:
Lagt flapped :
Statistics last ¢
Traffic atatistic

Input kbytes
output bytes
Input packsts
output packeta:
oueuse counters:
0 bosat-affort
1 expadited-fo

aerfaces detall

fe-1/0/0, Enakled, Phyaical link iz Up
124, 2HMP ifIndex: 27, Saenseration: 17

Ethernat, MTU: 1514, Spead: 1oombps, Loocpback:

Dlzakled, Flow control: Enakblad
Presant Running
SEHME-Traps lo3g4d
Hone
4 supported
TUp 0 ma, Down O ma

O0:90:69:87:44:9%d, Hardwars addreza: 00:%0:89:

2004-08-25 15:42:30 PDT (4wGd 22:49 ago)
laarad: Never

a:
0 o bps
0 o bps
0 O ppa
0 O ppa
Jueued packeta Tranamlitted packets
O 0
O 0

Diaablead,

B7:44:9d

Droppad packeta
O
o

Copyright © 2007 Juniper Networks, Inc.
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Lab 1 - Topology & Initial Configuration

Using the Web tool
Configure IP Addressing on all interfaces
Configure IP Addressing on PC’s
set hostname “rn” [n-router number]
Configure E1 interfaces

Confirm connectivity testing with directly connected
Interfaces

» Using both the JWEB and CLI
Backup the router configuration to your PC
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se-1/0/1 ( London | fe-g,
2.2\100: 192168361 ) 3 /1 fo.

3.2
e/ Amsterdam}

6.2 Uoo: 192.168.32.1

San Jose L
100: 192.168.20.1 .

Denver

10.222.x.y/ 24 = Physical Interfaces
192.168.x.1/32 = Loopback Interfaces

Sao Paulo

00:192.168.48.1
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Don’t Forget — SE Configuration if req’d

DTE

PPP
Clocking - loop

DCE

PPP
Clocking internal

rate - Xxx
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Note

Autoinstallation is used to provide the fe-0/0/0
Interface with IP address 192.168.1.1 and a
matching DHCP server
Making and saving “any” configuration using the JWeb
will disable autoinstallation

Resulting in your fe-0/0/0 interface to accept the new
settings this may include no address configuration
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E Chassis

Route Information

E Interfaces

¥ Routing

BP Infarmation
CEPF Information
RIP Information

* Firewall

* IPSec

= HAT

ONE -J2300
Configuration f Diagnose f Manage f

Routing

Route Information

10 destinations, 10 routes (9 active, 0 hold down, 1 hidden) Showing 9 of 10 routes (Page 1 of 1)
Destination Protocol fPreference Mext-Hop Age
Hg.0.0.0/0 *Static/s to 172.31.254.129 via fe-0/0/0.0, selected  1:12:52
F10.100.1.0/24 *Direct/0 Interface 21:45
F10.100.1.1/32 *Local/d Local 21:47
F1n0.100.3.0/24 *Direct/0 Interface 15:29
Hqn0.100.3.1/32 *Local/d Local 16:58
Fqn.z00.1.0/24 *Direct/0 Interface 26:49
Flin.200.1.1/32 *Local/d Local 26:49
#9172 .31.254.0/24 *Direct/0 Interface 1:12:52
F177.31.254.222/32 *Local/0 Local 1:12:54
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Static route / RIP configuration —
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JUNOS Routing Introduction

Adding Routing Protocols
Routing Tables
Routing Preferences
RIP refresher

LAB Two
RIP Routing Configuration
Static Route Configuration
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JUNOS Route Tables

Routing Tables
Inet.0 - UniCast Routes *

Inet.1 — Multicast forwarding cache
inet.2 - MBGP RPF

iInet.3 - MPLS Path

Inet.6 - IPv6 Routes

mpls.0 — MPLS next hops

*We are only covering unicast routes

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 58



JUNOS Route Preference
(Administrative Distance)

Protocol JUNOS I0S
Direct/Local 0 0

Static 5 1

OSPF internal 10 110 (all types)
RIP 100 120

OSPF external 150 110 (all types)
EBGP 170 20

IBGP 170 200
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JUNOS Equal Cost Paths

Load Sharing, 2 choices.
Randomly choose ECMP on a per prefix (default)
ECMP on a per flow basis (configurable option)

Traffic shared over up to 16 next hops
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RIP Review

Interior; distance vector routing protocol
Maximum of 15 hops
RIPv2 is the default — RFC 2453

Multicast address used to update on broadcast
media — 224.0.0.9

Password or MD5 Authentication for updates
Backward compatible with RIPv1l — RFC1058
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RIP Issues

RIP Limitations
Slow convergence

Metric is Hop Count
* Does not consider speed, latency, load or jitter

Maximum Hop Count is 15
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Starting the RIP Process

Enable RIP
Select RIP Interfaces

Apply ¢ Juniper. ONE - J2300

Monitor Configuration Diagnose /( Manage )f
¥ Quick Configuration

Set Lp . | Quick Configuration
551 . | Routing
Interfaces .
Uzers RIP
SHMP 5
Enable RIP

Routing .

.| Advertise Default Route ?
HiEtElT RIP Interfaces Logical Interfaces 7

IPSec Tunnels
* View and Edit RIP-Enabled Interfaces

» History

* Rescue

0] I Cancel | Applyl

Copyright © 2004, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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JUNOS RIP Default Specifics

Recelve and process RIP updates

Not to re-advertise RIP updates
Directly connected networks can be redistributed into
RIP “via policy”
Static and other protocol routes can also be
redistributed into RIP “via policy”

Create a RIP group and nominate interfaces
which will select their networks — automatically
done using the JWeb
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Verifying the routing table — RIP entries

Inet.0 route table

g Juniper. ONE - J2300
m Configuration f Diagnose ;" Manage f
E System
* Chassis ROUting
v Interfaces . | Route Information
3 16 destinations, 17 routes (16 active, 0 hold down, 0 hidden) Showing 17 of 17 routes (Page 1 of 1)
Route Information ] m
BGP Infarmation
Destination Protocol fPreference Next-Hop Age
©SPF nformation 0.0.0.0/0 *Static/s to 172.31,254 129 via fe-0/0/0.0, selected  4:07:30
FIF Information 10.2.0.0/24 *RIP/100 t0 10.100.1.2 via £1-0/0/2.0, selected 3:50:54
* Firewall ®10.2.10.0/24 *RIP/100 to 10,100.1.2 via e1-0/0/2.0, selected 3:41:55
> IPSec ®10.3.0.0/24 *RIP/100 to 10.100.3.2 via e1-0/0/3.0, selected 3:46:27
* NAT ®10.3.10.0/24 *RIP/100 to 10.100.3.2 via e1-0/0/5.0, selected 4:07:09
10.50.1.1/32 *Direct/0 Interface 1d 4:54:54
10.100.1.0/24 *Direct/0 Interface 14 22:09:25
10.100.1.1/32 *Local/0 Local 1d 22:09:27
B e
10.100.3.0/24 *Direct/0 Interface 14 22:03:09
10.100.3.1/32 *Local/o Local 14 22:04:38
10.200.1.0/24 *Direct/0 Interface 4:07:30
10.200.1.1/32 *Local/0 Local 4:34:03
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Displaying RIP Only Routes —inet.0

Copyright © 2(

— .
Juniper. ONE - J2300
NETWORKS
m Configuration f Magnose /r Manage ,((
* System
® Chassis ROUtmg
> Interfaces | ROULE INTOFMNAUON | ettt
¥ Routing
_ 16 destinations, 17 routes (16 active, 0 hold down, 0 hidden) Showing 7 of 17 routes (Page 1 of 2)
Route Information ]
BGP Infarmatian
Destination ProtocolfPreference MNext-Hop Age
OSPF Infarmat .
rermEan ®10.2.0.0/24 *RIP/100 t0 10.100.1.2 via e1-0/0/2.0, selected  3:53:28
RIF Informati .
rerimEten *RIP/100 to 10.100.1.2 via e1-0/0/2.0, selected  3:44:29
10.2.10.0/24
* Fi .
Firewall #10.3.0.0/24 *RIP/100 to 10.100.3.2 via e1-0/0/3.0, selected  3:49:01
* IPSec ®10.3.10.0/24 *RIP/100 to 10.100.3.2 via e1-0/0/3.0, selected  4:09:43
* HAT to 10,100.1.2 via e1-0/0/2.0, selected
#10.100.2.0/24 Hrllin to 10.100.3.2 via £1-0/0/3.0 SRS
Destination Address | Protocol (rip -

Mext Hop Address

Best Route Inactive Routes [

Hidden Routes [~

o

Exact Route

MNumber of Routes to Display |20 -

OKl

Receive Protocol I "I —

er.net
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ONE -J2300

NETWORE
m Configuration f Diagnose f Manage
» System
® Chassis RGUtmg
> Interfaces | RIPINFOMMNAUON | eeeosesmsmsssmsmsmssssesessssesesssesesesesesssssesesnsssesesesesseseons
L] i . .
RIP Statistics
Route Informstion :
RIP Protocol Name RIPwZ
BiGP Information RIP Port 520
OSPF Information RIP Update Interval 30s
RIP Information Hold Down 180s
Timeout 120s

* Firewall

F IPSec

= HAT

Routes Learned Routes Held Down

&

0

Requests Dropped Responses Dropped

RIP Neighbors

Meighbor
el-0/0/2.0
el-0/0/3.0
fe-0/0/0.0
fe-0/0M1.0

State
Up
Up
Up
Cn

Source Address Destination Address

i0.100.1.1 224.0.0.9
10.100.5.1 224.0,0,9
10.200.1.1 224.0,0,9
(null} (null}
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mcast
rcast
rcast

mcast

Receive Mode
both
both
both
both

In Metric

1

1
1
1
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Lab 2 - Configuring RIP

Objectives
Using the same LAB topology and addressing from LAB 1

Configure RIP on
« All ports
» Ensure version is RIPv2 — How do you know ?

Confirm routes from all neighbours in routing table
Ping and FTP to the instructor PC on the backbone network
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Lab 2 - Configuring RIP

Completion of Lab Two
Confirm connectivity to all networks
* Ping both neighbours FastEthernet interfaces
Traceroute
. Arhe tge paths being followed deterministic and preferable ? If not,
why
View the JUNOS configuration file created using the
JWeb interface

QUESTIONS ?
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Lab Two - Configuring Static / Default Routes

Routing > Static Routing > Add
To network 20.50.x.0/24

e X =router number
With a next hop pointing out of your POD

° Neighbour router ljumper TWO -J2300

nnnnnn

or 10.200.1.254

° Don’t redIStrIbUte . | Quick Configuration
into RIP st | Routing

Users . | Static Route

* Static Route Address | TN
Next-Hop Addresses

» View and Edit |— Addl Delete |
* Rescue Cancel |
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OSPF configuration F~
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OSPF Review

Open Shortest Path First — OSPF
RFC-2328 OSPFV2
RFC-1587 NSSA

Interior routing protocol that uses “Link State
Advertisements (LSA)” to update neighbours

Shortest Path First Algorithm — Dyjkstra
Maintains a database of the whole area
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OSPF Detalls

5 types of OSPF packets
Hello, Database, Request, Update, Ack.

Multicast used on Broadcast media
224.0.0.5 — All OSPF Routers

224.0.0.6 — All Designated Routers
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OSPF Topology

Areas are used to contain LSA’s to aregion
within the network

Area 0 (0.0.0.0) is called the BackBone and all
traffic from other areas must transit Area 0

Router types
Internal — All interfaces in same the Area
Backbone — All interfaces in Area O
Area Border — Interfaces in more than one area, one of
which must be Area O
é\% FI)Blg)undary — Inject routes from other domains into
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OSPF Device by Function

Autonomous System
Border Router (ASBR)

Backbone
Router A different
routing domain:
" Area0 4P\ RIP, BGP. efc.

Internal
Router

Area Border
Router (ABR)

Designated
Router
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OSPF Fast Ethernet Devices

Designated Router
Advertises type-2 Network LSAs

Backup Designhated Router
Backup for the Designated router

Adjacencies are formed between all routers on

the same Ethernet
Full state indicates adjacency has correctly formed
* root> show ospf neighbor

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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OSPF Router ID

Router ID — How a device is known to the OSPF
network

Selected from LoopbackO if active
OR

The first active interface after LoopbackO

* Neither of the above area candidates if they have 127.0.0.0/8
(Martian) addresses
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Enable the OSPF Process

Enable OSPF __

s Juniper.

'l
NETWORK

ONE - J2300

Apply Area 0 -

Manage f

¥ Quick Configuration

Select

=50

Interfaces

ShP
A p p | y Routing
FiresallM AT
IPZec Tunnels
* View and Edit
® History

* Rescue

Copyright © 2007 Juniper Networks, Inc.

Quick Configuration

Routing

Router Identification

Router Identifier I 105011

OSPF

Enable OSPF
OSPF Area ID

Area Type
Enable OSPF on All Interfaces

OSPF Interfaces

Ok I Cancel | Applyl
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(5PF-Enabled Interfaces
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Verify OSPF Communication

. O i Juniper. ONE - J2300
Inet.0 route
Configuration / Diagnose / Manage /
* System
tab | e k Chassis Routing
b Interfaces {| Route Information
] 14 destinations, 21 routes {14 active, 0 hold down, 0 hidden) Showing 21 of 21 routes (Page 1 of 1)
Route Information m
BGP Information
E Destination ProtocolfPreference MNext-Hop Age
©SPE Information 10.2.0.0/24 *OSPF/10 via e1-0/0/2.0, selected 36:48
LA _ RIP/100 to 10,100.1.2 via e1-0/0/2.0, selected  36:45
> Firewall F10.2.10.0/24 *OSPF/10 via 81-0/0/2.0, selected 13:52:38
* IPSec RIP/100 to 10,100.1.2 via e1-0/0/2.0, selected  18:32:05
* HAT H1p,3.0.0/24 *OSPF/L0 via el-0/0/3.0, selected 15:55
: RIP/100 to 10.100.3.2 via e1-0/0/3.0, selected 15:51
H10.3.10.0/24 *OSPF/0 via e1-0/0/3.0, selected 13:52:38
RIP/100 to 10.100.3.2 via e1-0/0/3.0, selected  18:57:19
10,50.1.1/32 *Direct/0 Interface 1d 19:45:04
10,100.1.0/24 *Direct/0 Interface 2d 12:59:35
OSPF/10 via e1-0/0/2.0, selected 13:52:38
10,100.1.1/32 *Local/0 Local 2d 12:59:37
10.100.2.0/24 FoErD Ve e1-0/0/5.0, selected Lers2ian
Dl T
10.100.3.0/24 *Direct/0 Interface 2d 12:53:19
OSPF/10 via e1-0/0/3.0, selected 13:52:38
10,100.3.1/32 *Local/0 Local 2d 12:54:48
10.200.1.0/24 *Direct/0 Interface 15:57:40
10.200.1.1/32 *Local/0 Local 19:24:13
224.0.0.5/32 *OSPF/10 14:19:27
224.0.0.9/32 *RIP/100 13:52:39
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Show OSPF Only Routes

Inet.0 route
Remember this may not be the active forwarding

table
* Indicates active

Copyright © 2007 Juniper Networks, Inc.

Route Information
BGP Information
QEPF Information
RIF Information

* Firewall

* IPSec

* HAT

giJuniper. ONE - J2300
m Configuration / Diagnose / M /

* System é

* Chassis ROUting

F Interfaces Route Information

14 destinations, 21 routes {14 active, 0 hald down, 0 hidden)

Destination ProtocolfPreference
El10.2.0.0/24 *OSPF/L0
B10.2.10.0/24 *OSPF/L0
#10,3.0.0/24 *OSPF/D
®10.3.10.0/24 *OSPFAD
®1i0.100.1.0/24 OSPF/L0
B10.100.2.0/24 *OSPF/L0
#10.100.3.0/24 OSPF/AD

¥ z24.0,0,5/32 *OSPF/10

Marrow Search

Showing 8 of 21 routes (Page 1 of 3)

MNext-Hop
via el-0/0/2.0, selected

via el-0/0/2.0, selected
via e1-0/0/3.0, selected
via 1-0/0/3.0, selected
via e1-0/0/2.0, selected

via 81-0/0/2.0
via e1-0/0/3.0, selected

via e1-0/0/3.0, selected

Age

38
13
17:
ik
139

13

13

o7

53:

14

53:
53:

53:

53:

57

57
57

57

57

Destination Address I—
Mext Hop Address l—
Best Route [~
Exact Route [~
2h -

MNumber of Routes to Display

OKl

Protocol Iospf vl

Receive Protocol I vl

Inactive Routes [~
Hidden Routes [~
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Viewing the OSPF process
OSPF Information

ONE - J2300

Logge

Help Abo

m Configuration / Diagnose / Manage /

* System
® Chassis
* Interfaces

¥ Routing

Route Information
BGP Information
O5PF Information
RIP Information

* Firewall

* IPSec

* HAT

Copyright @ 2004, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Routing

Manitar = Routing > DSP

OSPF Information

OSPF Neighbors

BDR Address Up Time Adjacency Time
0,0.0.0 14:10:29  14:10:29
0.0.0.0 14:10:45 14:10:45

Address Interface Mame State ID Priority Activity Timer Area Options
i0.100.1.2 el1-0/0/2.0 Full 105021 125 34 0.,0.0.0 Ox42
10.100.3.2  el-0/0/3.0 Full 10.50.3.1 128 37 0.0.0.0 0Ox4z
OSPF Interfaces

Interface State Area DR ID BDR ID MNeighbors

el-102.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1

el-0/0/3.0 PtToPt 0,000 0000 0.0.0.0 i

fe- 0.0 DR o000 1050011 0.0.0.0 o

OSPF Statistics

Packet Type Packets Sent Packets Received

Hello bl 1 15324
DbD 16 13
LSReqg 3 1
LSUpdate 114 123
LSack 51 56

Depth of flood Queue Total Retransmits
] ]

Copyright © 2007 Juniper Networks, Inc.

Total Database Summaries
1]

Proprietary and Confidential

www.juniper.net

81



Lab 3 - Configuring OSPF

Objectives
Configure OSPF
* On all ports except |00 (passive)
 Setto Area 0.0.0.0
Confirm that you can see all neighbours

Cort\firm that you can see all routes and they are preferred to other
routes

QUESTIONS ?
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BGP configuration i .a’ j
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BGP Review

Border Gateway Protocol BGP — RFC 1771

Exterior (EBGP) and Interior (IBGP) routing

protocol
EBGP — Used to communicate between AS’s

IBGP - Used to communicate within an AS
* Must be fully meshed between each router
» Uses IGP to resolve next hop and routing path

* AS — Autonomous System (Routers under the same
administrative domain
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BGP Review Continued...

Uses TCP port 179

Exterior (EBGP) BGP devices
Normally share a common network
Belong to different Autonomous Systems

Interior (IBGP) BGP devices
Must be fully meshed logically

Belong to the same Autonomous System
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EBGP

EBGP Peers must belong to different AS’s
Are normally on the same physical network

Physical — J—
B oz <[ B
Logical
B
EBGP
B = B
A
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JUNQOS BGP Path Selection

Path selection for multiple routes to the same destination
Can the BGP next hop be resolved

Highest local preference value

Shortest AS-Path length

Lowest origin value (IGP, EGP, unknown)
Lowest MED value

EBGP over IBGP

Route with the lowest IGP metric

Path with the shortest cluster length

Peer with the lowest RID

Peer with the lowest interface

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential
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Configuring BGP

Enable BGP

Enter
Iocal AS Monitor Configuration Diagnose 7 Manage v

A Juniper. ONE - J2300

remote AS Set Up Quick Configuration

= | ROUIING e
Iocal Peer ad d ress lUmS:f:ces : | Router Identification
re m Ote Peer ad d reSS 2::219 + Router Identifier |1D_ED.1.1 2

IPSec Tunnels

Enable BGP ¥
* View and Edit

Autonomous System Number |EEDD1 2
* History

Peer Autonomous System Number IEEDDE 2
* Rescue

Peer Address |1D.1DD.1.2

Local Address |10.100.1.1 2

(0] | Cancel | Applyl
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Adding Neighbours (Adv Config) — Step 1

Edit Protocol

Copyright © 2007 Juniper Networks, Inc.

TWO -J2300

Diagnose f Manage /(

Configuration

[ Expand all | Hide all
system
interfaces
routing-options
protocols
policy-options

) | Configuration

OK| Cancel |

Refresh Cammit... Discard...

Access
Accounting options
Applications
Chassis

Class of service
Firewall
Forwarding options
Interfaces

Policy options
Protocols

Routing options
Security

Services

snmp

System

Proprietary and Confidential

Configure
Configure
Configure
Configure
Confiqure
Configure
Configure

Configure
Configure
Configure
Edit
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Adding Neigh_bours — Step 2

Edit BGP

Copyright © 2007 Juniper Networks, Inc.

aiJuniper.

orior

Configuration

[ Expand all | Hide all )
system
interfaces
routing-options
protocols
policy-options

TWO -J2300
Diagnose ,(( Manage
Configuration
Protocols
OKl Cancel | Comrmit... Dizcard...
Bfd Confi
Byp Edit

Dvimrp [ e

lgmp [ ves
Isis Configure
Msdp Configure
Ospf Edit
Pam [~ e
Pim Configure
Rip Edit
Router discovery Configure
Sap [ ves
Virp Configure

Advanced

Proprietary and Confidential
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Adding Neighbours — Step 3
Edit jweb-bgp Group

Passve | vyes

Path selection | =l
Peer as | 7
Preference | ?

Remove private [ ves

Traceoptions Configure

Family

Inet Configure

Local as

As number | 7
Loops | 7
Private I_ ez

Export (Mone configur dd new entry

Group na pe Description Preference Local preference Nested Configuration

jweb-bap Heighbor

Import (Mone configured) Add new entry

Advanced
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Adding Neighbours — Step 4

Add new neighbour

Complete the following fields
» Address (neighbour physical address)

» Peer AS (neighbour)
* Leave the rest blank
e Commit

Copyright © 2007 Juniper Networks, Inc.

Preference I

Remove private [ e

Family

Inet Configure

Local as

Traceoptions Configure

Type | - I

As number I

Loops |

Private [ ves

Export (None configured)
Import (None configured)
Neighbor Add new entry

10.100.1.1

Proprietary and Confidential

Allow (Mone configured) Add new entry

Add new ent
Add

Address Description Preference Local preference Local address HNested Configuration
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Lab 4 - Configuring EBGP

Objectives
Configure BGP :
» To other neighbours in your Pod
» Assign AS number 6500x; where x = router number
stop here! © CONfirm that you can see all BGP neighbours

Create a static route, policy and redistribute into BGP (see next
slide for syntax)

QUESTIONS ?
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Lab 4 — static to ebgp

Delete your static route from Lab 1 first
root> configure

root# set routing-options static route x.x.X.x/32 reject
where X = router number

reject = drop packet and send ICMP error

root# set policy-options policy-statement static-ebgp from
protocol static

root# set policy-options policy-statement static-ebgp then
accept

root# set protocols bgp export static-ebgp
root# commit
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Operations and Management E\j’:@ j
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User Accounts

Authentication local, RADIUS, TACACS+
Login Class (pre-defined or user defined)

Access privileges (Permission Bits) users have
when they are logged into the router

Commands and statements that users can and
cannot specify

How long a login session can be idle before it
times out and the user is logged off
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Pre-Defined Login Classes

Login Class

Permission Bits Set

Operator Clear, network, reset trace,
view

Read-only View

Super-user all

Unauthorized none

Copyright © 2007 Juniper Networks, Inc.
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Creating New Users

Quick Configuration > Users > Add
Type the name of the user and select a configuration

class

Set Up : | Quick Configuration
ssL . | Users

Interfaces .

sers | users

S - Mo users hawve been defined.
Routing

FirewallNAT Add..

IPSec Tunnels

Authentication Servers
k View and Edit

[T rabIUS
Authentication Methods [ Tacacs+

I Local Password

* History

* Rescue

RADIUS Servers

Mo RADIUS =ervers are defined.

Add...
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Customised “Login Class” profile options
Created from the CLI

root# set system login class [ ] permissions ?

Permission Bit

Access

security-control

Can view and configure security information (at the [edit security] hierarchy level).

shell Can start a local shell on the router by entering the start shell command.

snmp Can view SNMP configuration information in configuration and operational modes.

shmp-control Can view SNMP configuration information and configure SMMP (at the [edit snmp]
hierarchy level).

system Can view system-level information in configuration and operational modes.

system-control

Can view system-level configuration information and configure it (at the [edit system]
hierarchy level).

trace Can view trace file settings in configuration and operational modes.
trace-control Can view trace file settings and configure trace file properties.
view Can use various commands to display current systemwide, routing table, and

protocol-specific values and statistics.
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Software Upgrade Overview

All junos-jseries software is delivered in signed
packages that contain Secure Hash Algorithm 1
(SHA-1) checksum

The junos-jseries package completely reinstalls
the software. This package rebuilds the file
system but retains configuration files, log files,
and similar information from the previous
version.
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Before you begin

To download software upgrades, you must have a Web
account with Juniper Networks. To obtain an account,
complete the reqgistration form at the Juniper Networks

Web site:
https://www.juniper.net/registration/Register.jsp

Find software you need at:
https://www.juniper.net/support/csc/swdist-ww/

To back up the file system to the removable compact

flash drive,issue the following command (j4300, j6300):
user@host>request system snapshot media removable-
compact-flash

To back up the file system to the removable USB drive,
Issue the following command (j2300):
user@host>request system snapshot media usb
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Installing from a remote FTP server

Logged in as: regress

) unlper,. GINGER - J2300

NETWORKS

Help About Logourt

Monitor Configuration / Diagnose

Manage > Software > Install Eemote

* Files
. | Software
”
Install Remote | Install Remote
: You can instruct the router to retrieve a software package from
Upload Package ; a remote server by specifying the location below.
Dovwngrace
> Licenses .|+ Package Location I:-
» Reboot : :
User | ?
Password | ?

Reboot If Required [} >

Fetch and Instal Facku&l Cancel |

Copyright © 2004, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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Uploading Software from PC

(g Juniper.

Logged in as: regress

GINGER - J2300

Help About Logout

Monitor Configuration /Diagnose

» Files
Install Remate i
Upload Package I
Dovvngrade

* Licenses

* Reboot

Manage > Software > Upload Padkage

Software

Upload Package

The software package file specified below will be uploaded to
the router for installation.

+ File to Upload | Browse... | 2
Reboot If Required [} 5

Upload Package | Cancel |

Copyright @ 2004, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.

Copyrignt v 2uur Juniper Networks, Inc.
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TWO -J2300

JUNOS Logging

Top Menu > softuare
‘MANAGE" L
“Files”

Log Files
Download file for viewing

root>show log ?

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential

Clean Up Files

If wvou are running low on storage space on your router, you can c
perform the following:

Rotate your log files

Delete log files in fvar/log that are not currently being writt
Delete temporary files in fvar/tmp that have not been toucl
Delete all crash files in fvar/crash

O oo o

Alternatively, vou can click on the "File Type" group name below t

Clean Up Files

Download and Delete Files

File Type Directory Usage
Loq Files fcffvarflog 767K

Temporary Files foffvarftmp 9.0k
Crash (Core] Files /fcoffvarfcrash 2.0K

Delete Backup JUNOS Package
There i= no backup JUNOS package.
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Specific Logging (like debug)

root> monitor interface traffic

root> monitor interface fe-0/0/0
Realtime ins and outs...

Traceoptions — configured under most
configuration stanzas

e.g. (web) Configuration > View and Edit > Edit
Configuration > Protocols > Bgp

Set file name, # files, size, peoras |

Remove private [ vas

flags (what to look out for) \ preterence |

Traceoptions Configure

Family

Inet Configure
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Rebooting or Halting the Router
s Juniper.

NETWORKS

Logged in a5 regress

GINGER - J2300

Help About Logout

Monitor ‘/Cmfguntilmfﬂiagnm

* Files
* Software

* Licenses

root> request system halt
or push the power on button

root> request system reboot

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential

Manage = Reboot

Reboot

Schedule Reboot Or Halt

To reboot or halt the systern, please select a time below.

Mote that a halted systern can only be accessed from the
systern console port.

The current system time is 15:14 (3:14 PM). Reboots

scheduled to occur in the future will occur regardless of
whether you log out of web management,

" Reboot Immediately
# Rebootin[5 | minutes

" Reboot when the system time is | 15 -| :| 15 'I
T Halt Immediately

Reboot From Media | compact-flash vl

Message

?
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Customer Support: Locating Serial Numbers

router> show chassis hardware

Serial number 1D labal

T W ﬁ

S/N: AB3456

MAC: ABC45678901234567

by
-
-
-
-
*
-
-
L]
-
-
&
-

Y FYY
1
\
.
:
L]
II
.t

b\ /
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Beijing, China

' -{J '"Westford, MA

North Carolina

Herndon, VA

Sunnyvale, CA

) JTAC Centers

« 11 JTAC centers worldwide
~ 24 x 7 x 365 operation
= 200+ JTAC Engineers WW
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Contacting Customer Support

If you need assistance while troubleshooting a Services
Router, open a support case using the Case Manager link

at

http://www.juniper.net/support/

Telephone Contacts
http://www.juniper.net/support/support_contacts.html
« Australia 1 800-008-792

e New Zealand 800-44-3774

root>request support information | save filename [ |
Default directory /var/home/[username]
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O )

Service Service
Deployment
Management System

: o
Network *

Management MICROMSyW.ﬁNg" .‘ °®  Jd

@ ® ® Reporting
Configuration,

Element Provisioning,
Discover
Management y
Configuration,
—= Provisioning,
~ Monitoring
Management ;
Tools
JUNOScope

Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential Www.juniper.net 110



J-Series Management Applications

Router Instrumentation
SNMP MIBs, traps, syslog
JUNOScript - XML API
» Configuration modifications
RPM — Realtime Performance Management

* QoS level performance monitoring
 Built into JWeb JUNOS 7.1

Licensed Features
J-Flow — flow statistics

Network Management Products
SDX — Service Deployment System

 Managed services, realtime user service deployment and
modifications

JUNOScope — web based element configuration
manager
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Monitoring and Diagnosing a Services Router

swiJuniper.

BB Coriouion [ Dagnose [ anage

H Chassis
» Interfaces | System
[ i . .
Routing System Identification
* Firewall
: Serial Number INOD1692A4
* IP5ec JUNOS Software Version 7.0R1.5
= HAT Router Hostname twao
: Router IP Address Could not resc
Loopback Addresses
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JUNQOS Sealed Section
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Cool things about the CLI

CLIis hierarchical, modular

Able to define “configuration Tqroups” and apply them to
different sections of your configuration — saving time
allowing scalability and quick changes effecting many
configurations

Capability to rename parts of your configuration
Deactivate / disable parts of your configuration

II_nst)ert Identifiers (i.e. statement in the middle of an access
ISt).

Annotate configuration statements

Commit check (configuration verification with out having to
make active; syntax checking)

Scheduled commits

Extremely flexible configuration options, which can also be
confusing

there are many ways to configure JUNOS to achieve specific
outcomes
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Configuration Mode

Advantages
Prevents accidental router isolation

Configuration Mode of CLI Changes accumulate and are applied

: : : only when confirmed
Create candidate configuration 4

Commit check verifies the candidate
Changes require separate commit

Automatic rollback feature returns

configuration to previous state Interim
i Configuration

Previous configurations are
recovered easily

Configure

/ Active
load Y Configuration

Configuration L 4 Candidate Commit?
in text file R et W configuration

%
copy, N Automatic
save Rollback
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Key Configuration Concepts

candidate configuration

A working copy of the configuration that can be edited without affecting
the Services Router until it is committed.

configuration group

Group of configuration statements that can be inherited by the rest of the
configuration.

commit a configuration

Have the candidate configuration checked for proper syntax, activated,
and marked as the current configuration file running on the Services
Router.

configuration hierarchy

The JUNOS software configuration consists of a hierarchy of statements.
There are two types of statements: container statements, which contain
other statements, and leaf statements, which do not contain other
statements. All the container and leaf statements together form the
configuration hierarchy.

rescue configuration

Configuration that recovers a Services Router from a configuration that
denies management access. You set a current committed configuration
through the J-Web interface or CLI for emergency use. To load and
commit the rescue configuration, you press and release the CONFIG
button.

rollback a configuration

Return to a previously committed configuration.

Copyright © 2007 Juniper Networks, Inc.
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Editing Commands — standard stuff

Ctrl-U deletes all characters

Ctrl-A moves to the beginning on the line
Ctrl-E moves to the end of the line

Ctrl-L redraws the current line

Keyboard ﬂ

— =

|
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Stepping through...

root% cli
root> configure
root# set ?

root# edit interfaces fe-0/0/0
parks you in that mode shortening required commands

root# deactivate interfaces fe-0/0/0

root# show
displays the candidate configuration

root# run show configuration
displays the current active configuration

root# commit and-quit
makes the candidate configuration > active

Root> show ?
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Handy tips — try them out...

root> help topic ? ...conceptual

root> help reference ? ...config related
root> show configuration | match “xxx xx”
root> show configuration | display set

root> configure [exclusive | private]
These options only available from the CLI no JWeb capability

Root> show configuration | find interfaces

“run” allows any command from the root> to be executed

root# run show route | match 10/8

root# run show route | match 10/8 | count

Scrolling up and down through output from a show command
U — up, D- down, Ctrl - E

Moving up and down he configuration hierarchy
up | exit — up one level / top — to the top of the configuration
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Handy tips — continued...

root# commit confirmed 10minutes
root# commit at hh:mm:ss

root# rollback [0-49]

root# load merge terminal

root# load replace terminal

root# delete interfaces fe-0/0/0

root# save [filename] from where you are
root> request system halt

root>request system reboot
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Handy tips — last page...

root# edit interfaces fe-0/0/0
[edit interfaces fe-0/0/0]

root# set traceoptions flag [all | event | ...]
no filename allowed > messages default

root# run show log messages

root# edit protocols ospf

[edit protocols ospf]

root# set traceoptions file ospf-trace

root# set traceoptions flag ? (repeat lines for options)
root# run show log ospf-trace
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Aggregate Route Configuration

Combining multiple routing entries into one
(summarisation)

In order for the router to be active and advertised
(If redistributed) only one candidate route need
be active

root# set routing-options aggregate route 10/8

Remember static route configuration

root# set routing-options static route route 10.1/16 next-
hop [X.X.X.X | reject | discard]
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Policy Overview

Controls routing information transferred into and out of the

routing table
Ignore, change, suppress incoming / outgoing routing information

root# set policy-options policy statement [name] from
[match-conditions]

root# set policy-options policy statement then [action]

Be careful of default actions (unfortunately we don’t have
time in this course — even if we get this far!)
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Configuring Filters & NAT

Packet Filter (non-stateful)
Or

Stateful firewall filter as a basis for performing
Network Address Translation (NAT)

Requires license

Logged in as: regress

Juniper. GINGER - J2300

WORKS

Help About Logout

monitor Je1 LAl P Disgnose | Manage /

Configuration = Quick Configuration > FirewalllNAT
¥ Quick Configuration

Quick Configuration

Set Up

st Firewall/NAT

Inter faces i | Stateful Firewall

sz P Stateful firewall inspects traffic flowing between a trusted network

SHMP E and an untrusted netwark, &ll packets flowing from a trusted
network 0 an untrusted networl are allowed. Packets flowing from

RoLting ;| anuntrusted network o a trusted network are allowed only if they
: are responses to a session originated by the trusted network,

FirewallHAT 3

Psec Turnels Enable Stateful Firewall

¥ View and Edit Trusted Interfaces

» Hi
Histary : Select the interfaces to be part of a trusted network. Stateful firewall
+ Rescue ic applied to the untrusted interfaces.
Unirusted Interfaces Trusted Interfaces
5040420 ;I | fe-0/0/0.0 ;I
..) I
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Packet Filter example — JUNOS CLI

CREATE THE POLICY APPLY THE POLICY TO YOUR LOOPBACK
INTERFACE
Firewall {
filter LOCAL-ACCESS-CONTROL { interfaces {
term LOGIN-PERMIT { 100 {
from { unit 0 {
source-address { family inet {
192.168.1.0/24; no-redirects;
3} Ffilter {
protocol tcp; input LOCAL-ACCESS-CONTROL;
destination-port telnet; }
} address 10.10.10.10/32
then accept; }
} }
term LOGIN-DENY { }
from { }

protocol tcp;
destination-port telnet;

¥

then {
discard;

b
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Unix File System

root> file show ?
/var/home/username (default)

root> file show /

root> exit

root% (unix kernel)
IS

cd

pwd
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Juniper

HETWORKS

Home  Solutions

Feature Status

Knoswn lssues

Change Log

Terms of Uze

FAG

Help

Copyright © 2007 Juniper Networks, Inc.
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105 TO JUNOS TRANSLATOR
108 INPUT

The 125 to JUMOS Translator (1203 converts FULL Q5 Configuration files for hoth 75 and 120 platforms into Juniper Metworks JUROS format.

kot all 108 cammands are translated and some may be translated incarrectly, Hand reviewing the output is ABSOLUTELY MECESSARY.

Although most 105 commands can be input singulatly, this is WOT recammended ar suppoted.

Paste a complete 10S config file

_OR-
Upload an 10S config file
Select option(s)

Cutput 108 lines that converted properly
[+] Qutoutverbose 108 comrments
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IOS to JUNOS comparisons

router> enable
router# configure terminal
router(config)# ..

root> configure
root# set ..
root# commit

router(config)# interface feO/1 shutdown

root# disable interfaces fe-0/0/0
root# commit
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IOS to JUNOS comparisons cont...

router(config)# interface feO/1 i1p address 1.1.1.1
255.255.255.0

root# set interface fe-0/0/0 unit 0 family inet address
1.1.1.1/24

root# commit
router# debug ?

root# set protocols bgp traceoptions file [ 1
root# set protocols bgp traceoptions flag ?
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IOS to JUNOS comparisons cont...

router(config)# router rip
router(config)# network 1.1.1.0

root# set protocols rip group rip-interfaces interface fe-
0/0/0

root# commit

router(config)# access list 101 permit 1.1.1.0
255.255.255.255 eq 80

root#
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Instructor Demonstration

Delete entire config

Load demo config

Rename interface fe-0/0/0 to fe-0/0/1
Rename ip address on fe-0/0/1

Disable interface fe-0/0/0
removed from active config

Deactivate interface fe-0/0/1
remains in active config

Rename policy
Insert comments - #whole line or #after a command
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