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Motivation
- To | ook whatodos going on
effort.

- Information Visualizatiamms data into interactive graphic
displaywhich are easy to look at and digest.




Motivation (cont.)

- IDS (Intrusion Detection System) records Attacks and
generates log files.

- Insteadf handing someone a log file that describes hc
attack happened, one can use a picture, a visual
representation of the log records.
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Motivation (cont.)

FTPLogins per ip

Figure 02Bar chart graph showing IPs involved in FTP
traffic




Motivation (cont.)

- The main objective is to create-anfedlIsualization tool
for Network Security Monitoring usingsopece
softwarémols only.

. To look foNear Miss Events

. Those which could lead to fatal conditions but never har.
for some reason or other.




Thesis Dissectiordo NSM Cycle

ACTIVITY
(Metasploit)

l

COLLECTION/DETECTION
(Bro)

VISUALIZATION ANALYSIS
(WSO02 Analytics Dashboard) (WSOZCEP)

Figure 03 : ElementsfdReatime
Visualization tool for Network Security
Monitoring

WSO2WebServices Oxygen (02) [ ATTACK/AMBIGUOUS ]




ThesisDissection (cont.)

. Attack Pen Testing
- DataCollection

- Analysis

- Visualization

- (Notification)
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Attack/Pen Testing (Data Generation)

- Inorder to follow stated steps, there must be some
Interesting facts/data to be collected, detected, analyz

then finally viewed.
- There is no term such as 100% security.

. Defenders would like to look for all but Attacker is
Interested In just one vulnerability.

. Thread Modeling Is inescapable.




Metasploit Framework

A Utilizeworld's largest exptidtabase

A Simulate rewaforld attacks against getenses
A Testingcross theetwork

A RubyFramework

A Cross Platform

A Download Link



https://www.kali.org/downloads/

Metasploit (cont.)

Figure 04 : Architecturdetasplolt]




Metaploit (cont.)

root@kali: ~
File Edit View Search Terminal Help

Nmap: Nmap scan report for 192.168.227.101

Nmap: Host is up (0.0019s latency) .

Nmap: Not shown: 989 closed ports

Nmap: PORT STATE SERVICE VERSION

Nmap: 21/tcp open ftp ProFTPD 1.3.5rc3

Nmap: |_ftp-anon: ERROR: Script execution failed (use -d to debug)

Nmap: |_ftp-bounce: no banner

Nmap: 22/tcp open ssh OpenSSH 6.6.1pl Ubuntu 2ubuntu2.6 (Ubuntu Linux; protocol 2.0)
Nmap: 25/tcp open smtp Postfix smtpd

Nmap: |_smtp-commands: Couldn't establish connection on port 25

Nmap: 139/tcp open netbios-ssn?

Nmap: 443/tcp open https?

Nmap: 445/tcp open microsoft-ds?

Nmap: 512/tcp open exec netkit-rsh rexecd

Nmap: 513/tcp open login?

Nmap: 514/tcp open shell?

Nmap: 3306/tcp open MySQL 5.5.47-0ubuntu@.14.04.1

Nmap: 9876/tcp open sd?

Nmap: MAC Address: 08:00:27:11:05:72 (Oracle VirtualBox virtual NIC)

Nmap: 0S fingerprint not ideal because: Didn't receive UDP response. Please try again with -sSU
Nmap: No 0S matches for host

Nmap: Network Distance: 1 hop

Nmap: Service Info: Host: aneela-VirtualBox; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
Nmap: TRACEROUTE

Nmap: HOP RTT ADDRESS

Nmap: 1 1.89 ms 192.168.227.101

Nmap: 0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap: Nmap done: 1 IP address (1 host up) scanned in 382.13 seconds
> services 192.168.227.101ﬂ

Figure 05%an using NMAP command

- o)




Metaploit (cont.)

rootébka“:~
File Edit View Search Terminal Help

[*] 192. > 2 : - Starting FTP login sweep

192. : F 2 FTP - LOGIN FAILED: root:rootl23 (Incorrect: )
192. i ! & FTP - LOGIN FAILED: onion:onionl23 (Incorrect: )
192. : . 5 FTP - LOGIN FAILED: aneela:aneelal23 (Incorrect: )
192. s 5 : FTP - LOGIN FAILED: user:userl23 (Incorrect: )
192, = 2] - [ OGIN SUCCESSFUL : aneela:onionl?z3
192. X . < FTP - LOGIN FAILED: kali:kalil23 (Incorrect: )
192. % . : FTP LOGIN FAILED: neeli:neelil23 (Incorrect:
192. 5 5 : FTP LOGIN FAILED: userl:userll23 (Incorrect:
192. 5 Sallchk FTP LOGIN FAILED: user2:user2l123 (Incorrect:
192. 2 . 5 FTP LOGIN FAILED: 1ife:1ifel23 (Incorrect: )
192. g 2 2 FTP LOGIN FAILED: air:airl23 (Incorrect: )
192. : 5 : FTP LOGIN FAILED: sound:soundl23 (Incorrect:
192. . Sl e il FTP LOGIN FAILED: white:whitel23 (Incorrect:
192. 3 . s FTP LOGIN FAILED: real:reall23 (Incorrect: )
192. % . : FTP LOGIN FAILED: hard:hardl23 (Incorrect: )
192. & 5 : FTP LOGIN FAILED: ram:raml23 (Incorrect: )
192. 3 Salc it FTP LOGIN FAILED: rom:roml23 (Incorrect: )
192. . y : FTP LOGIN FAILED: clear:clearl23 (Incorrect:
192. > . : FTP LOGIN FAILED: tiny:tinyl23 (Incorrect: )
192. : 5 § FTP LOGIN FAILED: pass:passl23 (Incorrect: )
192. i Sl CHES FTP LOGIN FAILED: black:blackl23 (Incorrect: )
192. < . : FTP LOGIN FAILED: rude:rudel23 (Incorrect: )
192. . : 3 ETR LOGIN FAILED: gray:grayl23 (Incorrect: )
192. 5 5 : FTP LOGIN FAILED: gamble:gamblel23 (Incorrect: )
192. A 101 FTP LOGIN FAILED: snow:snowl23 (Incorrect: )

)

)

192. 3 . < FTP LOGIN FAILED: read:readl23 (Incorrect:
192. g . : FTP LOGIN FAILED: fast:fastl23 (Incorrect:

Figure 06 : FTP Brute Force Exploit




Metaploit (cont.)

1sf auxiliary( ) > run

*] 172.30.26.160:22 SSH - Starting bruteforce
172.30.26.160:22 SSH - Failed: 'root:rootl23'
172.30.26.160:22 SSH - Failed: 'onion:onionl23'
172.30.26.160:22 SSH - Failed: 'aneela:aneelal23'
172.30.26.160:22 SSH - Failed: 'user:userl23'
+] 172.30.26. 160 22 SSH - Success 'aneela: onlon123' 'uid= IOOO(aneela) gld IOGO(aneela) groups= IOOG(aneela) 4(adm) 24(cdrom) 27(sudo) ,30(dip) ,46(plug

*] Command shell session 2 opened (10.0.3.15:33873 -> 172.30.26.160:22) at 2016-05-08 14:30:47 +0530
172.30.26.160:22 SSH - Failed: 'kali:kalil23'
172.30.26.160:22 SSH - Failed: 'neeli:neelil23'

*] Scanned 1 of 1 hosts (100% complete)

*] Auxiliary module execution completed

isf auxiliary( ) >

Figure 07 : SSH Brute Force Exploit




Data Collection

- DataCollection is said to be the most important part of
Network Security Monitonumgcess.

. The size of data collected matters a lot.

- Havin@n overabundance of data that may not be relevan
realistic organizational threats is fast way to increase
complexity.




Intrusion Detection System

. Detects intrusion or others anomalies and records rel¢
Information in logs.

. Host based IDS and Network based IDS
. CommercidDS are vegxpensive.

. SnortSuricatandBrod opersource




Comparison among IDSs

. Snortsasingléhreadednd an immensely wgled.

. Suricatenakes usé Snort rulsef in addition to other
supporting products alongmutitrthreading

- Bro providesdditional features viadigpibased analysis
enginand abilitio extenthe response through sciajts




BRO

- Broas developedthin universitiggmains acceptable for
high throughput reseamnronments

. The researcliverculture in universities provides the
resources required tofuls@owepf Bro as well as its
robust scripting features

. Download Link



https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md
https://github.com/Security-Onion-Solutions/security-onion/blob/master/Verify_ISO.md

BRO (cont.)

. Brois often the best optammmoreeriticatasks
- Highedevelprotocoknowledge
- Working acrosuultiple netwolifkows

- Using custom algorithm to comguteething abalg
trafficin question

- One of the distinctive aspects of Bro Is its categorizati
logs

. Bro generates several notices basedistoteed or
defaulscripting (Detection)




Data Analysis

- Thiss thanost difficuind time consuming phase of NS
as the result of ovaralhitoring depengson the success
of this very process

. The ternizvent processis@ phenomenon of tracking arn
analyzingfreamsf information about things that have
occurred, knovaseventsand deriving a deduction from
them.




Complex Event ProcessorsStorm

- Storms a free and open sourcgmsatomputation
system

- Itiseffortlesan be integrated \anly programming
language and very easy to use.

- It alsaeasily integrategh queuingnd database
technologies which are already tohag/n
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Complex EvenProcessorso Esper

- Itis also an open source distributed event correlation i
event seri@malysis engfoe Java

- It provides a rich EMerucessing Langaéd.) to
perfornfiltering aggregation and joins over sWichagws
ofvarious event series.




Complex Event Processor®
WSO2CEP

- Itis very lightweigind eagg-use opesourc€omplex
EvenProcessing server

-1t is built for extremely high performand&3@& Siddhi
and also scalable using Apache Storm

. Database8M Derby, Microsoft SQL, MYSQL, Oracle
and morgs]

. Download Link



http://wso2.com/products/complex-event-processor/
http://wso2.com/products/complex-event-processor/
http://wso2.com/products/complex-event-processor/
http://wso2.com/products/complex-event-processor/
http://wso2.com/products/complex-event-processor/

WSO2CEP

. EventReceiverreceives events coming tCHife

- Event Streantonsists of unique setpaxificypes of
attributes.

- Event Processorperform actual evpriicessing.
- Event Publishempublishes events to the ex®rstains.




WSO2CEP (cont.)

Complex Event Processor

~

Event Receivers

> —— — » Event Streams >

Event Publishers

—— "
| Adapters |

| Adapters J

Event Processors

Figure 08Components of WSCEP [3]




Siddhi Queries

. Siddhguery describes how to fuse existing eventostrea
creat@nd populate nenes.

. It processerxoming event streanspaasifiedy the
gueries, th@enerate newtput event streams If they do
exist already.

|




SiddhiQueries (cont.)

Figure 09 : Siddhi Query




