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bdCERT: 

An Overview 

http://www.ppt-vorlagen.de/
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bdCERT 

Started by few self motivated individuals on a voluntary basis. 
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bdCERT : Mission Statement 

Always Trusted Contact, Increase Computer and 

Network Security for Bangladesh Internet and Intranet 

Users, Knowledge Sharing with other CERTs & Related 

Organization. 
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bdCERT : Functions 

Point of contact for reporting local problems.  

Share information and lessons learned from other 

CERTs, response teams, organizations and sites.  

 Incident tracing & response. 

Organize training, research and development.  
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bdCERT : Activities 

Incident Handling 
- Email 

- SMS 

- FAX 

- Web Form 

 

 “Internet Traffic Monitoring Data Visualization Project” 
with JPCERT/CC (Japan Computer Emergency Response 

Team / Coordination Center) named “TSUBAME”.  

Collaboration with Team Cymru. 

Participate in APCERT, OIC-CERT Cyber Security Drill. 
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bdCERT : Program 

26 May 2012 to 27 June 2012: Training Program on Cyber 

Crime and Computer Forensic 

 
2 Days long training 

program on Cyber Crime & 

Computer Forensic. 

Participants were from 

Law enforce agencies, and 

Government Officials. 
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bdCERT : Program 

11 June 2012 to 13 June 2012: Training program on Cyber 

Attack & Network Forensic 

 

 
3 days long training 

program on Cyber Attack 

& Network Forensic 

organized by ISPAB in 

collaboration with bdCERT. 

This training program is 

supported by ICT Business 

Promotion Council. 

Participants come from all 

area which includes 

Financial Institute, Law 

enforce agencies, 

Government Officials, ISP, 

Telecommunication 

Industry. 
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bdCERT : ASN Portal Service 

ASN Portal of ISP’s 

 

 

Interested ISP’s 

are requested to 

send mail  

info@bdcert.org 
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bdCERT : Future Plan 

 Introduce New services. 

Consulting & Awareness Programs. 

New collaborations. 

Cyber Security Workshop for Government and 

Academics. 
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Bangladesh Cyber 

Incident Trends 2012 

http://www.ppt-vorlagen.de/
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Bangladesh Cyber Security Incidents 

Data reported from 1st June, 2012 to 31st December, 2012 

Data received from different sensors across the globe. 

125580 individual incident ,  23131 Unique IP 
 

67%	

17%	

1%	
12%	

2%	 1%	

Incident	Distribu on	

Spam	 Bots	 Bruteforce	 Open	Resolver	 Proxy	 Scanner	
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Hacker Groups 

Different hacker group emerge. 

Bangladesh Cyber Army & Bangladesh Black Hat Hackers 

are most active one. 

Claims that they have collaboration with other underground 

hacking group. 

Hacktivism takes center stage. 
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Use of Social Media 

Facebook, Twitter and other social media were used to 

organize the attack. 
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Site Defacement 

Site hacked by hacker group named Indishell. 

Government sites were targeted. 



SANOG XXI : 27 January  - 4 February, 2013, Cox's Bazar, Bangladesh  bdCERT Page 16 

Site Defacement 

Site defacement using known techniques like SQL Injection, 

Metasploit and CMS vulnerability. 

64 district web-portals inaugurated on 06 January 2010 

while the hackers invaded 19 of them by 21 March/2010. 



SANOG XXI : 27 January  - 4 February, 2013, Cox's Bazar, Bangladesh  bdCERT Page 17 

DDoS Attack 

DDoS attack on several financial institutions websites. 

Reported application layer (HTTP GET Flood) on 

online newspaper portal.  Attack stays for 72 hours with 

roughly 5 million packets per second. 
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Phishing Attack 
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Information Leakage 

  Information data leakage in PASTEBIN 
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Thank You 

http://www.ppt-vorlagen.de/

