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A Prerequisites

A Course objectives

A What you will learn in this tutorial?

A Brief historyc Is cloud computing new?

A Why cloud computing?

A Cloud Computing Definition and Principles



Prerequisites (1)

A Understanding of basic computer architecture
i CPU
I Memory
| Storage (Volatile and Nevolatile)

A Understanding of basic networking principles
I Ethernet Switching
I Basic Routing principles
| Basic Network security



Prerequisites (2)

A Understanding of basic security principles
I Application security
I Operating system security
I Device security
A Understanding basics of Virtualization
I Virtual Machines
I Hypervisors



What you will learn in this tutorial?

A Basic Cloud computing principles
A Deployment Models

A Service Models

A EconomidConsiderations

A OperationalCharacteristics

A Service AgreemeniscludingService Level Agreements
A Cloud Security

A Cloud Risks & compliance

A Recommendations

A How to select a Cloud Provider?
A Conclusion



Brief history: Is cloud Computing New’

A Utility Computing: 1961

A Time Sharing: 1970s

A Large Distributed Data Centers 1988390s
A Internet Computing 200®resent

A What is new in cloud computing today?
| Faster data communication
I Faster and more reliable computing
I Denser and cheaper storage
I Newer Programming paradigms

A Comprehensive Computational resource sharing



Why Cloud Computing Is needed?

A Value to Consumers
A Value to Vendors
A New Revenue and Jobs




NIST Cloud Computing Model
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NIST Cloud Computing Model
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Value of NIST Cloud Computing Mo

A Why do we need a cloud computing model ?

A Value of the model
I Cloud Networks configurations and its use

A Major benefits to provider and users
I Precision
I Clarity



CLOUD COMPUTING PRINCIPLES



What Is Cloud Computing?
NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

A Cloud Computing is a on demand model

A Shared pool of computing resources
I Servers

| Storage

I Applications

I Services



What is Cloud Computir?g(contd.)
NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

A Rapidly provisioned

A Rapidly released

A Minimal Management Effort of Service Provider
A Other definitions also exist



Five Essential Characteristics of
Cloud Computing
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Cloud Service Models
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Deployment Models

Private Cloud

Private cloud the cloud

infrastructure is

1) provisioned for exclusive
use by a single
organization with

2) multiple consumers,

3) for example individual
business units

4) owned, managed, and
operated by the
organization

public cloud infrastructure is

1) provisioned for open use
by public

2) Owned,managed and
operated by a business,
government or university

3) Mostly in the premises of
a cloud provider



Deployment Models

Community
Cloud

Hybrid Cloud

community cloud for use by a

community

1. Owned by specific
community of consumers
from organizations that
have shared concerns ,
missions ofsecurity etc.

2. owned, managed, and
operated by the
organization in the
community

Hybrid cloud infrastructure is

1) Consistsof two or more
distinct cloud
infrastructures

2) Can be private, public, or
community based

3) Canbe proprietary or
standardized

4) More complex integrated
systems

5) Subject to implications
and constraints



Cloud Infrastructure




Cloud Infrastructure




General Cloud/Consumer View
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General Cloud/Consumer View




Cloud Security and the Customer

A Assumed thehe customer/consumer will
relinquish
| Control
i Visibility
A Actually it depends:
I Cloud Model Adapted
i What is negotiated with the Cloud Provider?



Cloud Security and the Customer
Rights and Control
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Onsite Private Cloud Scenario
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Outsourced Private Cloud Scenari

Cloud Provider
Denied Access

o
\ﬂ e

Consumer controlled security perimeter

-~ Private Cloud S

¢ - Boundary Bound;lry j -‘ | \
! . - )
. m u Controller Controller .‘ ' ’

cloud provider’s facility consumer’s facility



Onsite Community Cloud Scenatric
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Outsource Community Cloud Scenari
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Public Cloud Scenario
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Hybrid Cloud Scenario

on site private

-

on site community

n

‘_\
LA \ HEX

. \‘\V

- I =g

outsourced private

v N D

( CH

outsourced community

——

public




Hybrid Cloud Possibllities

A Disaster Recovery

A Role Specific Deployment
A Multi Cloud Configurations
A Cloud Bursting



Assumptions

A Network dependency

Al 2y adzySNa L¢ aiAffa
A Transparent workload assignment

A Risks from multtenancy

A Data import/export and performance
iImitations




Terms of Service

A Service agreement

A Service Level Agreement (SLA)

A Internal agreement

A Memorandum of Understanding (MOU)
A Quality of Serviceo3S

A Provider promises

A Published agreement



Promises

A Availability

A Remedies for failure to perform

A Data preservation

A Legal care of consumer information




Limitations

A Scheduled Outages

A Force Majeure Events

A Service Agreement Changes
A Security

A Service APl Changes



Obligations

A Acceptable Use Policies
A Licensed Software
A Timely Payments



Recommendations

A Terminology

A Remedies

A Compliance

A Security, Criticality and Backup
A Negotiated Service Agreement
A Service Agreement Changes



Cloud Computing Implications

A Network Dependency

A IT Skills reduction

A Risks from Multtenancy

A Data Import/Export and performance limitations



Cloud Service Models

Software as a ServicePlatform as a Servichfrastructure as a Servic
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Deployment Models

Private Cloud

Private cloud the cloud

infrastructure is

1) provisioned for exclusive
use by a single
organization with

2) multiple consumers,

3) for example individual
business units

4) owned, managed, and
operated by the
organization

public cloud infrastructure is

1) provisioned for open use
by public

2) Owned,managed and
operated by a business,
government or university

3) Mostly in the premises of
a cloud provider

* Private or outsourced



Deployment Models

Community

Cloud

Hybrid Cloud

community cloud for use by a
community
1. Owned by specific

Hybrid cloud infrastructure is

1) Consistsof two or more

community of consumers
from organizations that
have shared concerns ,
missions ofsecurity etc.

. owned, managed, and
operated by the
organization in the
community

i\( Private or outsourced

2)
3)
4)

5)

distinct cloud
infrastructures

Can be private, public, or
community based

Canbe proprietary or
standardized

More complex integrated
systems

Subject to implications
and constraints



Scope and Control for the Consum

Cloud
Consumer

‘Source: NIST 800-144



SaaS Abstraction Interaction Dynamic
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SaaS Software Stack Control
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SaaS Benefits

A Reduced Disruption

A Efficient use of Software Licenses

A Centralized Management of Data

A Platform Responsibilities managed by provide
A Up front cost savings




SaaS Issues and concerns

A Browser based risks
A Network dependence
A Lack of Portability



SaaS Application Suitability

A Business Logic

A Collaboration

A Office Productivity
A Software Tools

A Not suitable for any of the following:
| Real time software
I Bulk consumer data
I Critical Software



SaaS Recommendations

A Data Protection

A Client Device/Application protection
A Encryption

A Secure data deletion



PaaSAbstract Interaction Dynamics
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PaaSSoftware Stack Control
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PaaPBenefits

A Reduced Disruption

A Efficient use of Software Licenses

A Centralized Management of Data

A Platform Responsibilities managed by provide
A Up front cost savings




Paagssues and Concerns

A Browser based risks and risk remediation
A Network Dependence

A Isolation vs. Efficiency

A Lack of Portability

A Event based Processor Scheduling

A Security Engineering

A Multiple Languages



PaasApplication Suitability

A PaaSmplemented as SaaS

A Application Classes
I Business Logic
I Collaboration
I Office Productivity
| Software tools



Paa3Recommendations

A Generic Interfaces

A Standard Languages and Tools
A Data Access

A Data Protection

A Application Frameworks

A Component Testing

A Security

A Secure Data Deletion



laaSADbstract Interaction Dynamics
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laaSSoftware Stack Control



