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Agenda 

ÅPre-requisites 

ÅCourse objectives 

ÅWhat you will learn in this tutorial? 

ÅBrief history ς Is cloud computing new? 

ÅWhy cloud computing? 

ÅCloud Computing Definition and Principles 

 



Pre-requisites (1) 
ÅUnderstanding of basic computer architecture 

ïCPU 

ïMemory 

ïStorage (Volatile and Non-volatile) 

ÅUnderstanding of basic networking principles 

ïEthernet Switching  

ïBasic Routing principles 

ïBasic Network security 



Pre-requisites (2) 

ÅUnderstanding of basic security principles 

ïApplication security 

ïOperating system security 

ïDevice security 

ÅUnderstanding basics of Virtualization 

ïVirtual Machines 

ïHypervisors 

 



What you will learn in this tutorial? 
ÅBasic Cloud computing principles 

ÅDeployment Models 

ÅService Models 

ÅEconomic Considerations 

ÅOperational Characteristics 

ÅService Agreements including Service Level Agreements 

ÅCloud Security 

ÅCloud Risks &  compliance 

ÅRecommendations  

ÅHow to select a Cloud Provider? 

ÅConclusion 



Brief history: Is cloud Computing New? 

ÅUtility Computing: 1961  
ÅTime Sharing: 1970s  
ÅLarge Distributed Data Centers 1980s-1990s  
ÅInternet Computing 2000-Present  
ÅWhat is new in cloud computing today? 
ïFaster data communication 
ïFaster and more reliable computing 
ïDenser and cheaper storage 
ïNewer Programming paradigms 

ÅComprehensive Computational resource sharing 
 



Why Cloud Computing is needed? 

ÅValue to Consumers  

ÅValue to Vendors  

ÅNew Revenue and Jobs  

 



NIST Cloud Computing Model 

ÅModel Organization 

ïFive essential 
characteristics 

ïThree Service Models 

ïFour Deployment 
Models 



NIST Cloud Computing Model 



Value of NIST Cloud Computing Model 

ÅWhy do we need a cloud computing model ? 

ÅValue of the model 

ïCloud Networks configurations and its use 

ÅMajor benefits to provider and users 

ïPrecision  

ïClarity 

 

 

 



CLOUD COMPUTING PRINCIPLES 



What is Cloud Computing? 

ÅCloud Computing is a on demand model  

ÅShared pool of computing resources 
ïServers 

ïStorage 

ïApplications 

ïServices 

 



What is Cloud Computing? (contd.) 

ÅRapidly provisioned 

ÅRapidly released 

ÅMinimal Management Effort of Service Providers 

ÅOther definitions also exist 



Five Essential Characteristics of 
Cloud Computing 

Cloud Computing 

On Demand 
Self-Service 

Broad Network 
Access 

Measured 
Service 

Rapid 
Elasticity 

Resource 
Pooling 



Cloud Service Models 

Software as a Service 
SaaS 

Platform as a Service 
PaaS 

Infrastructure as a Service 
IaaS 



Deployment Models 

Private Cloud Public Cloud 

Private cloud the cloud 
infrastructure is  
1) provisioned for exclusive 

use by a single 
organization with  

2) multiple consumers,  
3) for example individual 

business units  
4) owned,  managed, and 

operated by the 
organization 

public cloud infrastructure is  
1) provisioned for open use 

by public  
2) Owned, managed and 

operated by a business, 
government or university  

3) Mostly in the premises of 
a cloud provider 



Deployment Models 

Community 
Cloud 

Hybrid Cloud 

community cloud for use by a 
community 
1. Owned by specific 

community of consumers 
from organizations that 
have shared concerns , 
missions of security etc. 

2. owned,  managed, and 
operated by the 
organization  in the 
community 

Hybrid cloud infrastructure is  
 
1) Consists  of two or more 

distinct cloud 
infrastructures 

2) Can be private, public, or 
community based 

3) Can be proprietary or 
standardized   

4) More complex integrated 
systems 

5) Subject to implications 
and constraints  







General Cloud/Consumer View 



General Cloud/Consumer View 



Cloud Security and the Customer 

ÅAssumed the the customer/consumer will 
relinquish  

ïControl  

ïVisibility 

ÅActually it depends: 

ïCloud Model Adapted 

ïWhat is negotiated with the Cloud Provider? 

 



Cloud Security and the Customer 
Rights and Control 



Onsite Private Cloud Scenario 



Outsourced Private Cloud Scenario 



Onsite Community Cloud Scenario 



Outsource Community Cloud Scenario 



Public Cloud Scenario 



Hybrid Cloud Scenario 



Hybrid Cloud Possibilities 

ÅDisaster Recovery 

ÅRole Specific Deployment 

ÅMulti Cloud Configurations 

ÅCloud Bursting 



Assumptions  

ÅNetwork dependency 

Å/ƻƴǎǳƳŜǊΩǎ L¢ ǎƪƛƭƭǎ 

ÅTransparent workload assignment  

ÅRisks from multi-tenancy  

ÅData import/export and performance 
limitations  

 



Terms of Service 

ÅService agreement  

ÅService Level Agreement (SLA)  

ÅInternal agreement  

ÅMemorandum of Understanding (MOU)  

ÅQuality of Service (QoS)  

ÅProvider promises  

ÅPublished agreement  

 



Promises 

ÅAvailability  

ÅRemedies for failure to perform  

ÅData preservation  

ÅLegal care of consumer information  

 



Limitations 

ÅScheduled Outages 

ÅForce Majeure Events 

ÅService Agreement Changes 

ÅSecurity 

ÅService API Changes 



Obligations 

ÅAcceptable Use Policies 

ÅLicensed Software 

ÅTimely Payments 

 



Recommendations 

ÅTerminology 

ÅRemedies 

ÅCompliance 

ÅSecurity, Criticality and Backup 

ÅNegotiated Service Agreement 

ÅService Agreement Changes 



Cloud Computing Implications 

ÅNetwork Dependency 

ÅIT Skills reduction 

ÅRisks from Multi-tenancy 

ÅData Import/Export and performance limitations 



Cloud Service Models 

Software as a Service 
SaaS 

Platform as a Service 
PaaS 

Infrastructure as a Service 
IaaS 



Deployment Models 

Private Cloud Public Cloud 

Private cloud the cloud 
infrastructure is  
1) provisioned for exclusive 

use by a single 
organization with  

2) multiple consumers,  
3) for example individual 

business units  
4) owned,  managed, and 

operated by the 
organization 

public cloud infrastructure is  
1) provisioned for open use 

by public  
2) Owned, managed and 

operated by a business, 
government or university  

3) Mostly in the premises of 
a cloud provider 

Private or  outsourced 



Deployment Models 

Community 
Cloud 

Hybrid Cloud 

community cloud for use by a 
community 
1. Owned by specific 

community of consumers 
from organizations that 
have shared concerns , 
missions of security etc. 

2. owned,  managed, and 
operated by the 
organization  in the 
community 

Hybrid cloud infrastructure is  
 
1) Consists  of two or more 

distinct cloud 
infrastructures 

2) Can be private, public, or 
community based 

3) Can be proprietary or 
standardized   

4) More complex integrated 
systems 

5) Subject to implications 
and constraints  Private or  outsourced 



Scope and Control for the Consumer 



SaaS Abstraction Interaction Dynamics 



SaaS Software Stack Control 



SaaS Benefits 

ÅReduced Disruption 

ÅEfficient use of Software Licenses 

ÅCentralized Management of Data 

ÅPlatform Responsibilities managed by providers 

ÅUp front cost savings 



SaaS issues and concerns 

ÅBrowser based risks 

ÅNetwork dependence 

ÅLack of Portability 

 



SaaS Application Suitability 

ÅBusiness Logic 

ÅCollaboration  

ÅOffice Productivity 

ÅSoftware Tools 

ÅNot suitable for any of the following: 

ïReal time software 

ïBulk consumer data 

ïCritical Software 



SaaS Recommendations 

ÅData Protection 

ÅClient Device/Application protection 

ÅEncryption 

ÅSecure data deletion 



PaaS Abstract Interaction Dynamics 



PaaS Software Stack Control 



PaaS Benefits 

ÅReduced Disruption 

ÅEfficient use of Software Licenses 

ÅCentralized Management of Data 

ÅPlatform Responsibilities managed by providers 

ÅUp front cost savings 

 



PaaS Issues and Concerns 

ÅBrowser based risks and risk remediation 

ÅNetwork Dependence 

ÅIsolation vs. Efficiency 

ÅLack of Portability 

ÅEvent based Processor Scheduling 

ÅSecurity Engineering 

ÅMultiple Languages 



Paas Application Suitability 

ÅPaaS implemented as SaaS 

ÅApplication Classes 

ïBusiness Logic 

ïCollaboration 

ïOffice Productivity 

ïSoftware tools 

 



PaaS Recommendations  

ÅGeneric Interfaces 

ÅStandard Languages and Tools 

ÅData Access 

ÅData Protection 

ÅApplication Frameworks 

ÅComponent Testing 

ÅSecurity 

ÅSecure Data Deletion 



IaaS Abstract Interaction Dynamics 



IaaS Software Stack Control 


