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DNS Protocol Vulnerability

 DNS data can be spoofed and corrupted between
master server and resolver or forwarder

 The DNS protocol does not allow you to check the
validity of DNS data

— Exploited by bugs in resolver implementation (predictable
transaction ID)
— Polluted caching forwarders can cause harm for quite some time

(TTL)
— Corrupted DNS data might end up in caches and stay there for a
long time
 How does a slave (secondary) know it is talking to the
proper master (primary)?
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What is TSIG - Transaction Signature?

« A mechanism for protecting a message from a primary to
secondary and vice versa

« A keyed-hash is applied (like a digital signature) so
recipient can verify the message
— DNS question or answer
— & the timestamp

« Based on a shared secret - both sender and receiver are
configured with it

— TSIG/TKEY uses DH, HMAC-MD5, HMAC-

SHA1, HMAC-SHA224, HMAC-SHA512
among others




What is TSIG - Transaction Signature?

+ TSIG (RFC 2845)

— authorizing dynamic updates & zone transfers
— authentication of caching forwarders

* Used in server configuration, not in zone
file




TSIG Steps

1. Generate secret

2. Communicate secret

3. Configure servers

4. Test




TSIG - Names and Secrets

« TSIG name

— A name is given to the key, the name is what
Is transmitted in the message (so receiver
knows what key the sender used)

* TSIG secret value
— A value determined during key generation
— Usually seen in Base64 encoding




TSIG — Generating a Secret

* dnssec-keygen
— Simple tool to generate keys
— Used here to generate TSIG keys

> dnssec-keygen -a <algorithm> -b
<bits> -n host <name of the key>




TSIG — Generating a Secret

e Example

> dnssec—-keygen —-a HMAC-MD5 -b 128 —-n HOST nsl-
nsZ2.pcx.net

This will generate the key
> Knsl-ns2.pcx.net.+157+15921

>1s
Knsl-ns2.pcx.net.+157+15921.key
Knsl-ns2.pcx.net.+157+15921 .private




TSIG — Generating a Secret

* TSIG should never be put in zone files
— might be confusing because it looks like RR:

nsl-ns2.pcx.net. IN KEY 128 3 157 nEfRX9..bbPn71yQtE=




TSIG — Configuring Servers

« Configuring the key
— in named.conf file, same syntax as for rndc
—key { algorithm ...; secret ...;}
« Making use of the key

— Iin named.conf file

—server X { key ...; }
—where X' is an IP number of the other server




Configuration Example — named.conf

Primary server 10.33.40.46

key nsl-ns2.pcx. net {
algorithm hmac-md5;
secret "APlaceToBe';

}i

server 10.33.50.35 {
keys {nsl-ns2.pcx.net;};

}i
zone "my.zone.test." {
type master;
file “db.myzone”;
allow-transfer {
key nsl-ns2.pcx.net ;};
}i

Secondary server 10.33.50.35

key nsl-ns2.pcx.net {
algorithm hmac-md5;
secret "APlaceToBe'";
}i
server 10.33.40.46 {
keys {nsl-ns2.pcx.net;};

}i

zone "my.zone.test." {
type slave;
file “myzone.backup”;
masters {10.33.40.46;};

}i

You can save this in a file and refer to it in the named.conf

using ‘include’ statement:

include “/var/named/master/tsig-key-nsl-ns2”;
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TSIG Testing: dig

* You can use dig to check TSIG

configuration
— dig @<server> <zone> AXFR -k <TSIG keyfile>

$ dig @127.0.0.1 example.net AXFR \
-k Knsl-ns2.pcx.net.+157+15921.key

* Wrong key will give “Transfer failed” and

on the server the security-category will log
this.




TSIG Testing - TIME!

* TSIG is time sensitive - to stop replays
— Message protection expires in 5 minutes
— Make sure time is synchronized
— For testing, set the time
— In operations, (secure) NTP is needed
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The Bad

DNS Malware: Is Your Computer Infected?

DNS—Domain Name System—is an Internet service that converts user-friendly domain
names, such as www.fbi.gov, into numerical addresses that allow computers to talk to each
other. Without DNS and the DNS servers operated by Internet service providers, computer
users would not be able to browse web sites, send e-mail, or connect to any Internet services.

* Criminals have infected millions of computers around the world with malware called
L] a n g e r DNSChanger which allows them to control DNS servers. As a result, the cyber thieves have

forced unsuspecting users to fraudulent websites, interfered with their web browsing, and

made their computers vulnerable to other kinds of malicious software.

— Biggest Cybercriminal Takedown in History ﬁ l&mm'fzﬁ%%zﬁzz> q
<> >li

<
<

987.654.321

— 4M machines, 100 countries, $14M Ywe&:z&e .......

« And many other DNS hijacks in recent times** S =

« SSL/TLS doesn't tell you if you've been sent to the correct site, it
only tells you if the DNS matches the name in the certificate.
Unfortunately, majority of Web site certificates rely on DNS to
validate identity.

 DNS is relied on for unexpected things though insecure.

&

Je1oN16

* http://www.fbi.gov/news/stories/2011/november/malware_110911/malware_110911
End-2-end DNSSEC validation would have avoided the problems

** A Brief History of DNS Hijacking - Google
http://costarica43.icann.org/meetings/sanjose2012/presentation-dns-hijackings-marquis-boire-12mar12-en.pdf
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The Internet’s Phone Book - Domain Name System
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Caching Responses for Efficiency

www.majorbank.jp = 1.2.3.4

www.majorbank.jp=? > DNS DNS
1.2.3.4 <€ Resolver Server
Get page >
Login page <€ webserver
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Account Data € 1.2.3.4




The Problem: DNS Cache Poisoning Attack

www.majorbank.jp = 1.2.3.4
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Username / Password > www @
Error € 5.6.7.8

.

Password database




Now all ISP customers get sent to attacker...
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Securing The Phone Book - DNS Security Extensions (DNSSEC)

Attacker’s record does not
validate - drop it
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Resolver only caches validated records
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What DNSSEC solves and what's not
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Brief reminder on Cryptography

* Nowadays most of our Security Services
are based in one (or a combination) of the
following areas:

— One-way hash functions
— Symmetric key crypto
— Public-key crypto (or asymmetric)







How DNSSEC Works

C C=

4 )
www.example.net. www.example.net. ? R
[ en J ISP)

Server

a.server.net.

example.net
nameserver




How DNSSEC Works

« Data authenticity and inte?rity by signing the Resource
Records Sets with a private Key

* Public DNSKEYs published, used to verify the RRSIGs

« Children sign their zones with their private key

— Authenticity of that key established by parent signing hash (DS) of
the child zone's key

* Repeat for parent...

* Not that difficult on paper
— Operationally, it is a bit more complicated
— DSyey — KEY —signs— zone data




The Business Case for DNSSEC

« Cyber security is becoming a greater concern to
enterprises, government, and end users. DNSSEC is a
key tool and differentiator.

« DNSSEC is the biggest security upgrade to Internet
infrastructure in over 20 years. It is a platform for new
security applications (for those that see the opportunity).

« DNSSEC infrastructure deployment has been brisk but
requires expertise. Getting ahead of the curve is a
competitive advantage.




DNSSEC ccTLD Map
\ y | .

https://rick.eng.br/dnssecstat/
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DNSSEC TLDs
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Domains with DS records

100000 —
EDU
NET Domains with DS Records
comM
350000 /
300000 —
250000 —

200000 — o

150000 —
100000 —
o r——
50000 -
0 IIIIIIII_F=|:||||||||ll||||||||||||||||||||||||
N D JFMaMJ J A SONDJFMAMNJI JAaSONDJFMANMNJI JASOND J FMAMJI JA
710 11 712 713 714

https://rick.eng.br/dnssecstat/

£ | 34




DNSSEC delegations in some ccTLD zones

Total number of DNSSEC delegations in the .NL zone: 1766343

2296363
B Signed NL delegations
B Signed CZ delegations
1913636 1~ Sianed 6R delegations
Signed SE delegations
1530909
1143181
765454
362727
0 y
1-May-2012 1-hug-2012 1-Noy-2012 1-Feb-2013 1-May-2013 1-hug-2013 1-Noy-2013 1-Feb-2014 1-May-2014 1-hug-2(

Data last updated 33 minutes ago
https://rick.eng.br/dnssecstat/
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DNSSEC: So what's the problem?

* Not enough IT departments know about it or are too busy
putting out other secuirity fires.

« When they do look into it they hear old stories of FUD
and lack of turnkey solutions.

« Registrars*/DNS providers see no demand leading to
“chicken-and-egg” problems.

*but required by new ICANN registrar agreement




What you can do

 For Companies:
— Sign your corporate domain names
— Just turn on validation on corporate DNS resolvers

e For Users:
— Ask ISP to turn on validation on their DNS resolvers

* For All:
— Take advantage of DNSSEC education and training







ICANN DNSSEC Deployment @Root

« Multi-stakeholder, bottom-up trust model* /w 21 crypto
officers from around the world
« Broadcast Key Ceremonies and public docs

noreton
Secuty Foky

Root DNSSEC Design Team F. Ljunggren
Kirei

T. Okubo
VeriSign

R. Lamb
ICANN

J. Schlyter
Kirei

May 21, 2010

DNSSEC Practice Statement for the Root Zone KSK Operator
Temmination Ran

Rbstract
X34 Roli-Over@an

This document is the DNSSEC Practice Statement (DPS) for the Root T
Zone Key Signing Key (KSK) Operator. It states the practices and

provisions that are used to provide Root Zone Key Signing and Rey
Distribution services. These include, but are not limited to: Beduclion Accit Snce rcge Reong ¥ey Ceremony Beculy Aeaeness
SN Creciz et ares Frogranm

Provisioning of Pyscal
Access Contol

issuing, managing, changing and distributing DNS keys in accordance
with the specific requirements of the U.S. Department of Commerce.

Copyright Notice

Copyright 2008 by VeriSign, Inc., and by Internet Corporation For
Assigned Names and Numbers. This work is based on the Certification

Root DPS
DNSSEC Practice Statement

*Managed by technical community+ICANN







New Concepts

Secure Entry Point and Chain of Trust
— Delegating Signing Authority

New packet options (flags)
— CD, AD, DO

New RRs
— DNSKEY, RRSIG, NSEC/NSEC3 and DS

Signature expiration

* Key Rollovers




Chain of Trust and Secure Entry Point

« Using the existing delegation based model of distribution
« Don't sign the entire zone, sign a RRset

« Parent DOES NOT sign the child zone. The parent signs a pointer
(hash) to the key used to sign the data of the child zone (DS record)

 Example with www.myzone.net.

s
A A —— '
S < > Secure Entry Point




Enable DNSSEC in the configuration file (nhamed.conf)
dnssec—-enable yes;
dnssec-validation yes;

Create key pairs (KSK and ZSK)

dnssec-keygen -a rsashal -b 1024 -n zone myzone.net
dnssec-keygen -a rsashal -b 1400 -f KSK -n zone myzone.net

Publish your public key
SINCLUDE /path/Kmyzone.net.+005+33633.key ; ZSK
SINCLUDE /path/Kmyzone.net.+005+00478.key ; KSK

Signing the zone

dnssec-signzone —o myzone.net -t -k Kmyzone.net.+005+00478
db.myzone.net Kmyzone.net.+005+33633

Update the config file
— Modify the zone statement, replace with the signed zone file

Test with dig
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