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Motivation

» Cloud computing — today’s most exciting & important
technology

®» Relocation of systems and services intfo cloud environments
IS on the rise

» Users loose direct access / control over their systems

®» Memory investigations and forensic processes for
attacks/malwares are limited in cloud




Leveraging virtualization in cloud
computing

» Deployment of Clouds are all about pooling resources to increase
efficiency

» Reduces cost

» Server virtualization, storage virtualization etc.
= High availability
= Virtualization is an excellent foundation for building clouds




Cloud Security

Security of VMs is a hot topic due to their outsourcing in cloud
computing

Large number of VMs
Network of VMs

As Scope of virtualization in cloud computing is increased so does
the sophistication of attacks on it



Attack Scenario in Cloud
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Traditfional approaches for VMs security

® |n-guest anfiviruses or Host based IDSs

» Provides no isolation

» Network Infrusion detection systems

» | imited or no context

®» Scan VM disk and memory

= NO inferposition




Cloud Security

» Move protection out from the VM
®» Hypervisor based isolation
» Ul view of the VM state

® |nterpret virtual hardware to see processes, users, connections,
files..

» Actively monitor & control

® |nterposition




Virtual Machine Introspection (VMI)

Virtual Machine Introspection (VMI) is the act of observing the
state of VMs from an external entity that can be either another
VM or VMM \hypervisor.




VMI (cont.)

» /Ml leverages virtualization in three ways:
= [solation
= prevents a guest code from reading and writing outside of a VM.

» |nspection

» VMM can examine the entire state of the guest system (memory,
devices, etc.).

= |nterposition

= VMM can inferrupt guest code at any time




Why VM ?

» VM| infrospection offers greater credibility of malware
analysis than traditional antivirus software running on VMs

» VM| technigue inspects and monitor state of VM in an
isolated environment separate from VM

» This isolation separates the VMI software from tampering by
any application or malware inside the monitored VM.



VMI Advantages

» No altering of the target system
» Very hard to detect the monitoring
®» [ jve analysis of memory content

» Detection of advanced memory resident malware

» More reliable data

» No data corruption through malware




VMI deployment levels

®» Process Infrospection
VM Introspection
T ) (] [
= Memory Infrospection T -
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Classification of VMI techniques [2]




Memory Introspection

®» Memory intfrospection deals with live analysis of VM
memory.

®» Memory contains information like:

®» Running processes

» Kernel Data Structures
» Page Tables

» Registry Entries




Memory Introspection (cont.)

» Majority of malware analysis fools inspect the program
behaviour by examining main memory contents of the
given program

®» These contents helps in infrusion detection or process
analysis of the guest VM




How can memory of a VM be accessed
from outside?

=| [ObVMI




LIDVMI

» LibVMIis an open source library for VML. It is based on XenAccess library
used for VMI.

» XenAccess provides a useful application programming interface (API) for
reading to and writing from a virtual machine’s memory.

» Modified to support KVM hypervisor
» That's why named as LibVMI

» Xen provides built-in functionality to support VMI whereas KVM doesn't
provide any




Features

» Read and write arbitrary data from and to memory

®» Access memory using physical addresses, virtual addresses, or
kernel symbols

= Parse kernel symbols dynamically from running Windows kernel
» | oad Linux kernel symbols from system map file

» Expose useful address translation functions through API functions to
resolve kernel symbols to a virtual address or translate a kernel or
user virtual address intfo a physical address

= Pause/unpause the VM through an API function

= Write your introspection code once and have it work across multiple
virtualization platforms



Features (cont.)

Intraspecting VM

Using Introspection To View A Kernel Symbaol

f" VMl (1) The VMI application requests to view a kernel
symbol. (2) LIBVMI finds the virtual address for

the kernal symbaol. (3) Kernal! page directory mapped
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T page. (5) Data page returned to LibVMI Library:
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ilovmi.conf example

winxpsp2 {
ostype = "Windows";
win_tasks = @x88;
win_pdbase = 0x18;
win_pid = @x84;
win_kdvb = @x80544ce0;

}

win7splx64 {
ostype = "Windows";
win_tasks = @x188;
win_pdbase = 0x28;
win_pid = @x180;
win_kdvb = Ixfffff800027f10a0;




Features (cont.)

Runtime analysis
capabilities augment
Violatility's rich
memory analysis.

plugin

Volatility

(memory analysis framework)

pyvmi address

space plugin

plugin

plugin

pyvmi

(Python language wrapper for LibVMI)

LibVMI

(C language API)

Xen

Other VMM

Memory
Snapshot




Virtual Honeypots

®» Virfual honeypots exist as a virtual resource
INnstead of dedicated physical system with the
purpose of attracting and logging cyber-attacks
In real fime

» Offen emulate or are exposed to live security vulnerabilities in
order to capture and monitor both malware and cyber-attackers

®» Can be used to monitor various protocols, applications, or
operating system attacks

» Malware execution behaviors can be logged and can be used
in Malware research




Virtual honeypots (cont.)

®» Detection & Response not prevention

» Collects evidence information and detects attack patterns

» Defenders canrespond to these evidences by building better defenses and
countermeasures against future security threats




Honeypots Categorization

Honeypofts

Deployment

Low- High-
Interaction Interaction
Honeypots

Research Production
Honeypots Honeypots




Related work

» CloudVYMI - VMI offered as a service in public clouds

» \/M|-Honeymon - high-interaction honeypot monitor which uses virtual
machine memory introspection on Xen

» |[jvewire

» Collapsar

» \/MScope




Methodology

» VM| capability is combined with malware analysis
and virtual honeypots to achieve the objective

» Exfracted |IOCs are then converted in STIX
programming language




Architecture Design

» KVM hypervisor

» Server Virtualization
» Host-only networking
» | ibVMI and Volatility
» Virfual Honeypots



Architecture Design (cont.)
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LibVMI KVM support

» For KVM there are two approaches to access VM
memory

1. GDB (GNU Debugger)

2. A patch created for KVM that enabled memory access
through a UNIX domain socket




KVM (kernel-based VM) hypervisor

= Hypervisor of choice for open source clouds
= | ow cost

= High scalability

®» Fase of deployment

» Openstack
» |[BM SmartCloud Enterprise
» [ntel [T




Deployed Honeypofts

» Kfsensor

» \alhala

» HoneyBOT
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Monitaring

| could not open the part for Nethus. Check port 12345

[ could not open the part for WinCrash 1. Check port 2583

Stop

| could not open the part for WinCrash 2. Check port 5742
| could not open the part for SubSeven. Check port 1243

Clear

| could not open the part for Nethus 2. Check port 20034
[ could not open the part for HackATack, Check part 31785
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Save
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Volatility

» \/olatllity Is an open source memory forensic tool
helping incident response and memory forensics.




Used Volatility plug-ins for memory
INnfrospection

pslist

pstree
connections
connscan
malfind

handles
dlllist
svscan
getsids

strings etc.




|IOCs to look fore

®» Suspicious processes are spawned out of right path?

®» SUSPICIOUS process is running under its legitimate parent
Process, or some

other process spawned ite

» Af what time process startfed and exited?

» What privileges process under consideration hase Whether
this process

should have these privileges?




|IOCs to look fore (cont.)

®» Another important point is process name. See is it matching
to some legitimate Windows process and malware
attacker change it a bit to match a legitimate Windows
process to avoid detection.

®» Sece for the associated process objects like threads,
mutexes, DLL, process to file mappings, memory Sections,
associated sockets and ports open by that process.

®» Connections initiated by the process and the connection
initfiated it



Performed Analysis stages




Studied attacks

» Reflective Injection

» Trojans

» Attacks on specific vulnerable ports used by most attackers




Flow chart
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Volatility Foundation Volatility Framework 2.4

VAD node § 0x8638e228 Start End 0x0042011f Tag Vad .
lags: ComnitCharge: 35, ImageMap: 1, Protection: 7 Memory region
Protection: PAGE_EXECUTE_WRITECOPY starﬁng at address
ontrolArea §86416d26 Segment e15836a8 -
unber0fSectionReferences: 1 NumberOfPfnReferences: 0x00400000 details
unberOfMappedviens: 1 NumberOfUserReferences: . e
ontrol Flags: Accessed: 1, File: 1, HadUserReference: 1, Image: 1 contains suspicious
ileObject @86416df8, Name: \WINDOWS\system32\skccca.exe tag Vads. Also it
irst prototype PTE: e15836e8 Last contiguous PTE: fffffffc

lags2: Inherit: 1 contains mapped

/AD node @ BxS64071e® Start x08030000 End Gx8012fff Tag Vads file skceca. exe.
lags: CommitCharge: 4, PrivateMemory: 1, Protection: 4
gragiqra-pPC:-/volatil tty .45 l
igra@iqra-PC:~/volatility-2.45 strings /home/igrafvolatility-2.4/Dump/skccca.exe.6537440.0x00400000-0x00420fff.dmp >1276_vad. txt
igra@iqra-PC:~/volatility-2.4% cat 1276_vad.txt | grep 'com'
twww.152m. 11111
rats.106geili. :11000
rat4.10egeili. : 10060
rat3.106geilti. 19000
rat2.106geilti. :8000
Mozilla/4.0 ( patible)
User-Agent: Mozilla/5.® (compatible; Googlebot/2.1; +http://www.google. /bot.html)
User-Agent: Mozilla/5.8 (compatible; Googlebot/2.1; +http://www.google. /bot.html)
User-Agent: Mozilla/5.8 ( patible; Googlebot/2.1; +http://www.google. /bot.html)
__p__commode
Mozilla/4.0 (compatible)l
<assembly xmlns="urn:schemas-microsoft- rasm.vl" manifestVersion="1.0">
<trustInfo xmlns="urn:schemas-microsoft- :asm.v3">

igra@iqra-PC:~/volatility-2.4$ grep "812" privileges.txt | grep -i ",enabled"”

812 svchost.exe 7 SeTcbPrivilege Present ,Default Act as part of the operating system

812 svchost.exe 15 SeCreatePagefilePrivilege Present ,Default Create a pagefile

812 svchost.exe 4 SelLockMemoryPrivilege Present ,Default Lock pages in memory

812 svchost.exe 14 SelncreaseBasePriorityPrivilege Present ,Default Increase scheduling priority

812 svchost.exe 16 SeCreatePermanentPrivilege Present ,Default Create permanent shared objects

812 svchost.exe 20 SeDebugPrivilege Present ,Default Debug programs

812 svchost.exe 21 SeAuditPrivilege Present ,Default Generate security audits

812 svchost.exe 23 SeChangeNotifyPrivilege Present ,Default Receive notifications of changes to files or dir
ectories

812 svchost.exe 10 SelLoadDriverPrivilege Present Load and unload device drivers

812 svchost.exe 13 SeProfileSingleProcessPrivilege Present ,Default Profile a single process

812 svchost.exe 12 SesystemtimePrivilege Present Change the system time

812 svchost.exe 25 SeUndockPrivilege Present Remove computer from docking station

812 svchost.exe 29 SelImpersonatePrivilege Present ,Default Impersonate a client after authentication

812 svchost.exe 30 SeCreateGlobalPrivilege Present ,Default Create global objects
igra@igra-PC:~/volatility-2.45% I




0x0eadf000 4d 5a 90 00 03 00 00 00 04 00 06 00 ff ff 00 00

10 b3 00 00 00 00 60 89 09 49 69 68 6O 0O 00 00 00

eadde20 00 00 00 00 00 60 99 09 69 B9 6 60 0O 00 00 00

iqra@iqra-PC:~/volatility-2.4$ python vol.py --profile=HinXPSP2x86 -1 vmi://winXP_clean handles -p 1276 -t Mutant -s §ed0a3a 60 66 €A 8a Ga 6o 0o oo oA &A 69 9 10 61 6 89
olatility Foundation Volatility Framework 2.4 ea08098 4d DEC £8P

0ffset(v)  Pid  Handle  Access Type Details Ixeaboo1 5a POP EDX
Xeaboo2 9o NOP
903 0003 ADD [EBX], AL

0x8639a2a8 1276 0xb4 Ox1fee81 Mutant aspnet_statesusq 3%e300005 0909 ADD [EAX], AL
0x864ed120 1276 Oxe8  0x120001 Mutant ShimCacheMutex Ixead0007 000400 ADD [EAX+EAX], AL
iqra@iqra-PC:~/volatility-2.4$ || e o0 Lo, AL
- - — - : - - - , : Oxeadpood ffoo INC DWORD [EAX]
igragigra-PC:~/volatility-2.4$ python vol.py --profile=HinXPSP2x86 -1 vmi://winXP_clean printkey -o 6xe1035b66 -K 'ControlSet081\Services\aspne FSNNSN R HECTRTN - [EAX+6XD], BH
t_statesusq' 0xead0o15 0000 ADD EHK], AL
Volatility Foundation Volatility Framework 2.4 BXeabdo17 004000 ADD AX+0x0], AL
Legend: (S) = Stable (V) = Volatile Bxealf0la 6009

xeat001c 0000

Bxeadnole 0000

Registry: \Device\Harddiskvolume1\WINDOWS\system32\config\systen i gggg
Key name: aspnet_statesusq (S)

fBxeanno24 0000
Last updated: 2016-08-21 19:42:43 UT(+0600 Bxea00026 6009

Bxeal0o2s 0009
Subkeys: Oxeadfdza 0000
(S) Security Bxead0o2c 0000
(V) Enun Bxeadooze 6000
Bxead0030 0000
Bxeahfo32 0009
S) 16 fxeadtn34 0000
g Bxeaddn3s 0009
L
S

_ Type (
REG_DWORD Start (
REG_DWORD ErrorControl (
REG_EXPAND SZ ImagePath (S) C:\WINDOWS\system32\skccca.exe
REG_SZ DisplayName (S) ASP.NET State Servicesvbw Transaction Coordinator Service

ObjectName (S) LocalSysten
(S) Provides support for out-of-to-processmtn Transaction Coordinator Service.

Description




Execution Time (s) of Volatility plug-ins Executed against live VMs
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Structured Threat Information
Expression (STIX)

®» A programming language for conveying data about cybersecurity threats
in a common language that can be easily understood by humans and
security technologies.

» A variety of high-level cyber security use cases rely on such information
including:

» Analyzing cyber threats
» Specifying indicator patterns for cyber threat
» Managing cyber threat response activities

» Sharing cyber threat information

» Consistency, efficiency, interoperability, and overall situational awareness.

» CybOX: Cyber Observable eXpression



STIX Architecture

» Cyber Observables - what aclivities we are observing on our
networks or systems

» |[ndicators - What threats should | look for on my networks and
systems and why?

» [ncidents - Where has this threat been seen?

» Adversary Tactics, Techniques, and Procedures (including
attack patterns, malware, exploits, kill chains, tools,
Infrastructure, victim targeting, etc.) - What does it do?




STIX Architecture (cont.)

» Exploit Targets (€.g., vulnerabilities, weaknesses or
configurations) - What weaknesses does this threat
exploit?

» Courses of Action (e.g., Incident response or
vulnerability/weakness remedies or mitigations) - What
can we do about it?

» Cyber Attack Campaigns - Why does it do this?

» Cyber Threat Actors - Who is responsible for this threat?



STIX Architecture (cont.)
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Future Work

» Exfract low-level information programmatically through LibVMI

» Using a network of honeypots
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