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¡  Computing	has	advanced	rapidly	over	the	past	three	decades.				

¡  But	the	networking	has	remained	virtually	unchanged.		

¡  The	networks	themselves	have	become	a	critical	component	
of	all	infrastructures	in	society.		

¡  Networks	are	also	important	part	of	the	emerging	public	and	
private	clouds.		
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¡  The	traditional	network	devices	are:				
	

§  Closed		

§  Complex		

§  Inflexible		

§  Proprietary		

§  Operationally	Expensive		

§  Not	supported	for	innovation	and	progress		
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¡  In	this	environment,	it	is	too	difficult,	if	not	impossible,	for	
network	operators,	third	parties,	and	even	vendors	to	
innovate.		

	
¡  Operators	cannot	customize	and	optimize	networks	for	their	
use	cases	that	are	relevant	to	their	business	and	cannot	offer	
customized	solutions	to	their	customers.		

¡  Traditional	networks	lack	a	common	set	of	APIs,	which	make	
it	very	difficult	to	program	applications	directly	to	network	
resources.		
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¡  Software	Defined	Networking	(SDN)	separates	the	control	
plane	from	the	data	plane.		

¡  Freeing	software	innovation	cycles	to	become	independent	of	
hardware	innovation	cycles.		

¡  SDN	accelerates	Internet	and	Cloud	innovation	while	
significantly	reducing	the	costs	of	building	and	operating	
networks.	
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¡  The	software	defined	networks	are:				
	

§  Open		

§  Simple		

§  Flexible		

§  Reduced	operational	costs		

§  Improved	network	visibility		

§  To	support	the	innovation	and	progress	
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¡  SDN	support	for	network	"slices"	in	campus	environments,	
which	enable	IT	managers	to	segment	the	network	for	
specific	departments	(such	as	research	and	development)	
while	allowing	other	network	user	groups	to	run	
independently.	

¡  Enterprises		

¡  Data	centers		
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¡  Following	are	some	Open	and	community	driven	controllers:	

§  Open	Daylight		
§  ONOS	(Open	Networking	Operating	System)		
§  Project	Floodlight		
§  Beacon		
§  NOX/POX		
§  Open	vSwitch		
§  Ryu	Controller	(supported	by	NTT	Labs)	
§  Faucet	(Python	based	on	Ryu	for	production	networks)	
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¡  ONOS	is	a	SDN	operating	system	for	service	providers	to	make	it	
easy	to	create	apps	and	services.		

¡  Top-Level	Features:		
§  High	availability	through	clustering	and	distributed	state	management.		
§  Scalability	through	clustering	and	sharing	of	network	device	control.		
§  Northbound	abstractions	for	a	global	network	view,	network	graph	and	
application	intents.		

§  Pluggable	southbound	for	support	of	OpenFlow	and	new	or	legacy	
protocols.		

§  Graphical	user	interface	to	view	multi-layer	topologies	and	inspect	elements	
of	the	topology.	

§  REST	API	for	access	to	Northbound	abstractions	as	well	as	CLI	commands.	
§  CLI	for	debugging.	
§  Support	for	both	proactive	and	reactive	flow	setup.	
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¡  In	broad	scenario,	there	are	four	ONOS	deployment	models		

§  Full	build	and	full	remote	deployment	

§  Full	build	and	full	local	deployment		

§  Application	build	and	remote	redeployment		

§  Application	build	and	local	redeployment	
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¡  In	this	tutorial,	we	will	build	the	complete	ONOS	
development	environment	from	scratch	in	a	Virtual	Machine.		

¡  Hardware	Requirements	(minimum)	:		
§  Core	i7	Processor	(Core	i3)	
§  8	GB	RAM	(4GB)		
§  40	GB	Disk	Space	(15	GB)		
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¡  Following	softwares	are	required:		

§  Oracle	Virtual	Box	(or	VM	Ware)		
§  Ubuntu	14.04		
§  Java	8	JDK	(Oracle	Java	recommended)	
§  Apache	Maven	3.3.9	
§  Apache	Karaf	3.0.5	
§  ONOS	1.8.1	
§  IDE	IntelliJ	(or	Eclipse)	
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¡  The	commands	at	the	build	machine	shell	will	start	with	
sdn@ONOS:~$		
§  sdn@ONOS:~$	sudo	su	
§  root@ONOS:~#	

¡  Commands	at	the	shell	of	the	remote	onos	shell	will	begin	
with	sdn@onos1:~$	
§  sdn@onos1:~$	sudo	su	
§  sdn@onos1:~#	
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¡  Install	Oracle’s	Virtual	Box		

¡  Create	a	new	VM	with	following	specifications:		
§  Ubuntu	Server	14.04	LTS	64-bit	
§  2GB	or	more	RAM		
§  2	or	more	processors	
§  15GB	or	more	hard	disk		
§  2	network	adopters		
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1.  Apply	proxy	setting	and	password	less	sudo	access	(optional)		
2.  Install	pre-requisite	software		
3.  Install	Mininet		
4.  Install	Karaf	and	Maven		
5.  Install	Oracle	Java	8		
6.  Clone	ONOS	1.8		
7.  Apply	settings	for	ONOS	1.8.1		
8.  Apply	cell	settings	for	ONOS		
9.  Build	ONOS		
10.  Package	ONOS		
11.  Setting	up	controller	on	remote	system		
12.  Run	ONOS		
13.  Install	IntelliJ		
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¡  In	terminal	type	sudo	visudo	and	add	highlighted	lines		
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¡  Execute	following	commands	in	Linux	terminal	to	install	pre-
requisite	softwares		

§  sdn@ONOS:~$ 	sudo	apt-get	update		
§  sdn@ONOS:~$ 	sudo	apt-get	install	git		
§  sdn@ONOS:~$ 	git	config	--global	url."https://".insteadOf	git://	
§  sdn@ONOS:~$ 	sudo	apt-get	install	openssh-server	
§  sdn@ONOS:~$ 	sudo	apt-get	install	curl		
§  sdn@ONOS:~$ 	ssh-keygen	-t	rsa	
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¡  To	download	and	install	Mininet	execute	following	
commands:		

§  sdn@ONOS:~$ 	git	clone	http://github.com/mininet/mininet		
§  sdn@ONOS:~$ 	mininet/util/install.sh	–nvfw		
§  sdn@ONOS:~$ 	sudo	mn		
§  sdn@ONOS:~ 	exit		

¡  This	will	also	install	wireshark	which	is	a	famous	packet	
analysis	tool.		
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¡  To	download	and	install	Appache	Karaf	and	Maven	execute	
following	commands	in	terminal:		

§  sdn@ONOS:~$ 	mkdir	Applications	
§  sdn@ONOS:~$ 	cd	Downloads/	
§  sdn@ONOS:~$ 	wget	http://archive.apache.org/dist/karaf/3.0.5/
apache-karaf-3.0.5.tar.gz	

§  sdn@ONOS:~$ 	wget	http://archive.apache.org/dist/maven/
maven-3/3.3.9/binaries/apache-maven-3.3.9-bin.tar.gz		

§  sdn@ONOS:~$ 	tar	-zxvf	apache-karaf-3.0.5.tar.gz	-C	../Applications/	
§  sdn@ONOS:~$ 	tar	-zxvf	apache-maven-3.3.9-bin.tar.gz	-C	../
Applications/	

§  sdn@ONOS:~$ 	mvn	-v	
§  sdn@ONOS:~$ 	cd		
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¡  To	install	Oracle’s	Java	8	execute	following	commands	in	
terminal	:		

§  sdn@ONOS:~$ 	sudo	apt-get	install	software-properties-common	-y	
§  sdn@ONOS:~$ 	sudo	add-apt-repository	ppa:webupd8team/java	-y	
§  sdn@ONOS:~$ 	sudo	apt-get	update	
§  sdn@ONOS:~$ 	sudo	apt-get	install	oracle-java8-installer	oracle-
java8-set-default	-y	
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¡  To	download	the	ONOS	1.8	source	code		

§  sdn@ONOS:~$ 	git	checkout	onos		
§  sdn@ONOS:~$ 	cd	Downloads/		
§  sdn@ONOS:~$ 	wget	https://github.com/opennetworkinglab/
onos/archive/onos-1.8.zip		

§  sdn@ONOS:~$ 	unzip	onos-1.8.zip	-d	~/		
§  sdn@ONOS:~$ 	cd		
§  sdn@ONOS:~$ 	mv	onos-onos-1.8/	onos/	
§  sdn@ONOS:~$ 	cd	onos	
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¡  To	apply	settings	for	ONOS,	execute	following	command	in	
Linux	terminal	and	add	highlighted	lines	in	files:		

§  sdn@ONOS:~$ 	gedit	.bashrc		
§  sdn@ONOS:~$ 	gedit	Applications/apache-kraf-3.0.5/etc/
org.apache.karaf.features.cfg		

§  sdn@ONOS:~$ 	gedit	onos/.buckconfig	
§  sdn@ONOS:~$ 	gedit	.m2/settings.xml		
§  sdn@ONOS:~$ 	.	~/.bashrc		
§  sdn@ONOS:~$ 	env		
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¡  To	apply	ONOS	environment	settings	execute	following	
commands:		

§  sdn@ONOS:~$ 	export	ONOS_NIC=“10.0.3.*	“	
§  sdn@ONOS:~$ 	export	OC1="192.168.56.101"		
§  sdn@ONOS:~$ 	export	OCI=$OC1	
§  sdn@ONOS:~$ 	export	OCN="192.168.56.103"	
§  sdn@ONOS:~$ 	export	ONOS_APPS="drivers,openflow"	
§  sdn@ONOS:~$ 	export	ONOS_USER=sdn	
§  sdn@ONOS:~$ 	export	ONOS_GROUP=sdn	
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¡  Run	the	following	command	to	build	ONOS:			

§  sdn@ONOS:~$ 	cd	~/onos	
§  sdn@ONOS:~$ 	mvn	clean	install	#	or	use	the	alias	'mci‘		
§  sdn@ONOS:~$ 	onos-package		
§  sdn@ONOS:~$ 	stc	setup		
§  sdn@ONOS:~$ 	onos		
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¡  A	complet	SDN	simulation	tool	with	different	controllers,	switches	
and	other	networking	tools	like	wireshark	and	scapy.		

¡  	Controllers	
§  NOX	
§  Ryu		
§  OVS	Controller		
§  POX		

¡  Switches		
§  OVSSwitch	
§  IVSSwitch		
§  LinuxBridge		
§  OVSBridge	
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¡  To	make	basic	topology		
§  $	sudo	mn		

¡  To	display	mininet	CLI	commands		
§ mininet>	help		

¡  To	display	nodes		
§ mininet>	nodes		

¡  To	display	links		
§ mininet>	net		

¡  To	dump	information	about	all	nodes		
§ mininet>	dump	
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¡  To	execute	a	command	on	a	specific	node		
§ mininet>	h1	ifconfig	-a		
§ mininet>	s1	ifconfig	-a		
§ mininet>	h1	ps	-a		
§ mininet>	s1	ps	-a	
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¡  To	ping	from	host	1	to	host	2		
§ mininet>	h1	ping	-c	1	h2	

¡  To	check	all	connections		
§ mininet>	pingall	

¡  To	run	a	simple	web	server	and	client	
§ mininet>	h1	python	-m	SimpleHTTPServer	80	&	
§ mininet>	h2	wget	-O	-	h1	
§  ...	
§ mininet>	h1	kill	%python	
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¡  Run	a	Regression	Test		
§  $	sudo	mn	--test	pingpair	

¡  Run	a	bandwidth	test	
§  $	sudo	mn	--test	iperf	

¡  Link	variations	
§  $	sudo	mn	--link	tc,bw=10,delay=10ms	
§ mininet>	iperf	
§ mininet>	h1	ping	-c10	h2	

¡  Adjustable	verbosity		
§  $	sudo	mn	-v	debug	
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¡  To	make	single	topology		
§  $	sudo	mn	--topo	single,3		

¡  To	make	bus	topology		
§  $	sudo	mn	--topo	linear,4		

¡  To	make	tree	topology		
§  $	sudo	mn	--topo	tree,2,2		

¡  Custom	topologies	can	also	be	made		
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¡  To	start	an	xterm	for	every	host	and	switch,	pass	the	-x	option		
§  $	sudo	mn	-x	

¡  To	start	xterm	while	in	mininet		
§ mininet>	xterm	h1	h2		
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¡  For	fault	tolerance	testing,	it	can	be	helpful	to	bring	links	up	
and	down		

¡  To	disable	both	halves	of	a	virtual	ethernet	pair		
§ mininet>	link	s1	h1	down		

¡  To	bring	the	link	back	up		
§ mininet>	link	s1	h1	up	
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¡  This	component	of	ONOS	is	very	useful	to	learn	the	basic	
knowledge	of	SDN.		

¡ We	can	make	any	topology	in	mininet	and	connect	to	it	with	
ONOS	controller	and	then	visualize	it	in	GUI.		

¡  There	are	also	some	built-in	topologies	and	scripts	in	it.	
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¡  To	see	help		
§  onos>	help	onos		

¡  To	check	devices		
§  onos>	devices		

¡  To	check	links		
§  onos>	links		

¡  To	check	hosts		
§  onos>	hosts	
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¡  To	check	flows		
§  onos>	flows	

¡  To	check	paths		
§  onos>	paths	<TAB>	

¡  To	check	intents		
§  onos>	intents	
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¡  To	check	all	applications		
§  onos>	apps		

¡  To	check	running	applications		
§  onos>	apps	-s	-a	

¡  To	activate	an	application		
§  onos>	app	activate	org.onosproject.fwd	

¡  To	deactivate	an	application		
§  onos>	app	deactivate	org.onosproject.fwd	
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¡  ONOS	has	ability	to	show	the	topology	in	graphical	form	in	
the	browser.		

¡  Graph	shows	the	switches	and	hosts	attached	to	each	other.		

¡  IP	addresses	are	shown	on	hosts.		
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¡  This	component	of	ONOS	is	used	for	development	purpose.		

¡  It	is	very	easy	to	create,	install,	activate,	modify	or	reinstall	an	
application	in	ONOS.		

¡  It	provides	different	tools	for	this	purpose.		

¡  A	sample	application	onos-byon	is	provided	for	experiment.		
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¡  Run	IntelliJ	IDEA		
¡  Select	"Import	Project"	and	import	the	onos-byon	project.		
¡  Import	the	project	from	external	model,	and	select	"Maven".	
¡  Check	"Sources"	and	"Documentation"	in	the	Automatically	
download	section	

¡  Click	'Next'	and	click	next	as	well	on	the	following	window.		
¡  Pick	Java	8	in	the	next	window	by	first	clicking	on	the	green	'+'	
sign	and	selecting	'java8openjdkamd64‘	and	click	'ok'			

¡  Finally	click	on	'Finish‘		
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¡  To	build	new	application		
§  onos-create-app		

¡  Enter	appropriate	parameters		
§  Define	value	for	property	'groupId':	:	org.foo	
§  Define	value	for	property	'artifactId':	:	foo-app	
§  Define	value	for	property	'version':	1.0-SNAPSHOT:	:	
§  Define	value	for	property	'package':	org.foo:	:	org.foo.app	
§  Confirm	properties	configuration:	
§  groupId:	org.foo	
§  artifactId:	foo-app	
§  version:	1.0-SNAPSHOT	
§  package:	org.foo.app	
§  Y:	:	
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¡  [INFO]	Parameter:	package,	Value:	org.foo.app	
¡  [INFO]	Parameter:	version,	Value:	1.0-SNAPSHOT	
¡  [INFO]	Parameter:	groupId,	Value:	org.foo	
¡  [INFO]	Parameter:	artifactId,	Value:	foo-app	
¡  [INFO]	project	created	from	Archetype	in	dir:	/private/tmp/onos-
app/foo-app	

¡  [INFO]	------------------------------------------------------------------------	
¡  [INFO]	BUILD	SUCCESS	
¡  [INFO]	------------------------------------------------------------------------	
¡  [INFO]	Total	time:	01:54	min	
¡  [INFO]	Finished	at:	2014-12-03T18:00:55-08:00	
¡  [INFO]	Final	Memory:	14M/245M	
¡  [INFO]	------------------------------------------------------------------------	
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¡  Edit	the	Pom.xml	file		
§  $	cd	foo-app	
§  $	vi	pom.xml	

¡  Uncomment	the	onos.app.name	and	onos.app.origin	
properties	as	shown	in	the	pom.xml		
§  ...					
§  <properties>	
§  				<onos.version>1.2.0-SNAPSHOT</onos.version>	
§  				<onos.app.name>org.foo.app</onos.app.name>	
§  				<onos.app.origin>Foo,	Inc.</onos.app.origin>	
§  </properties>		
§  ...	
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¡  $	mvn	clean	install		

¡  $	onos-app	localhost	install	target/foo-app-1.0-
SNAPSHOT.oar	

¡  onos>	apps	-s	
¡  ...	
¡  			29	org.foo.app																						1.0.SNAPSHOT	ONOS	OSGi	
bundle	archetype	
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¡  onos>	app	activate	org.foo.app	
¡  onos>	apps	-s	
¡  ...	
¡  *		29	org.foo.app																						1.0.SNAPSHOT	ONOS	OSGi	
bundle	archetype	
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¡ mvn	clean	install	
¡  onos-app	localhost	reinstall	org.foo.app	target/foo-app-1.0-
SNAPSHOT.oar	

¡  onos>	app	activate	org.foo.app	
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¡  onos>	sample	
¡  Hello	World	
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¡  http://onosproject.org/	

¡  https://wiki.onosproject.org/display/ONOS/Wiki+Home	

¡  https://github.com/	

¡  https://www.opennetworking.org/	

¡  http://opennetsummit.org/		

¡  http://searchsdn.techtarget.com/		

¡  https://en.wikipedia.org/wiki/		
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