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MANRS

e Mutually Agreed Norms for Routing Security (MANRS) is a
global initiative, supported by the Internet Society, that
provides crucial fixes to reduce the most common routing
threats.
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https://www.internetsociety.org/

MANRS

e MANRS outlines four simple but concrete actions that network
operators should take:

* Filtering

e Anti-spoofing

e Coordination

* Global Validation
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Global Validation

* Publish your data, so others can validate routing information on
a global scale

e Automated information validation needs arrangements

e Securing global routing information is done by RPKI
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Resource Public Key Infrastructure (RPKI)

e RPKI allows holders of Internet number resources to make verifiable
statements about how they intend to use their resources.

 RPKI is a way to define data in an out-of-band system such that the
information that are exchanged by BGP can be validated to be

correct.

 RPKI is used to make Internet routing more secure.
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Importance of RPKI

 Secured Routing Table

* Dynamic LOA checking

 Maintaining a Dynamic Chain of Trust

e Digitally Signed Resources Certificate (X.509 Certificates-RFC5280)

 Helps to Stop Route Hijack
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Route Origin Authorizations (ROA)

e Using the RPKI system, the legitimate holder of a block of IP
addresses can use their resource certificate to make an
authoritative, sighed statement about which autonomous
system is authorized to originate their prefix in BGP.

e These statements are called Route Origin Authorizations
(ROAs).
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Route Origin Validation (ROV)

e RPKI system tries to closely mimic what route objects in the
IRR intend to do, but then in a more trustworthy manner.

e This process is called route origin validation (ROV)
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Validity

e Valid - Resources found in database which is called Validated
ROA Payload (VRP).

e |[nvalid — Resources found but partial/whole information
doesn’t match with database.

* Not Found - The prefix in this announcement is not covered
by a VRP.
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RPKI - Chain Of Trust

RIR RnotCA[ APNIC\T [ LACNIC\? [ ARIN \? (RIPE NCC\? (AFRINIC\?

NIR Child CA [ NIR

Some APNIC & LACNIC countries only
LIR Child CA LIR @ﬂ \ LLIR \ | LIR LIR

(Optional) ISP Child CA \ ‘ \
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Working Steps

* Creating ROA for owned resources for RPKI
 Implementing Validator relying software for ROV

 Enforcing policies for based on Validation
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Creating ROA

 Go to Resources > Route Management and select Create route

MyAPNIC

Home Resources Admin

ieenae / Resources

Resources

Internet Resources

Summary

wiew all of your resource haldings
IPvd

Wiew your [Pyd resource holdings
IPvG

Wikw your IPvf résource kaldings
AS Numbers

Wi yioar A5 esource holdings

Reverse DNS Delegations
Add Reverse Delegations

Add nevay newverse delegations

Reverse Delegation Summary

Wiew ark] manege reverse Selagatons

Contact Toals Events My Profile

Whois Updates

Whois Updates

Add, updale, and delete individual 'Whois objects

Bulk Whols Updates

Add, update, and delete multiple 'Whaois obgects

Contact Details Update

Update contacl details of the imesmal retaurces aacdacialed wilh your Sooaum|
Maintainers

Wi i nagestared maainbairnrs. and FRQIRTST P Al Nlaen #rs

IRTs

Wimw your regstered 1HT obgects, and register mew 1T pbjects

Resource certification
RPKI

Set up pour RPK engins, and manage vour Bowle Origin Autharizstson (ROAJ
absecis

Route management

Houtes
Add, ypdste, dalete and view roytes, Cragte Route Drigin Authorisalion (ROWD Tar

roufes.
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Home / Resources / Routes

Routes

D Routes
Register your routes in MyAPNIC using the tool below. It will automatically create route objects in the APNIC Whois Database with any AS number you have

authorized. RPKI ROAs will also be created at the same time, if the ROA option is enabled {changes to RPEI may take around ten minutes to propagate so the

ROA status will not be updated until then).

Create route Delete selected

Show 10 «| entries
==l

Select all | Deselect all

2000:di0:a:./48

g o

2001:df2:ee00: /48

2001:df2:een: /a8

202.12596.0/24

= I o B (I = |

202.125.97.0/24

Origin AS
AS45192
AS13N07
AS45192
AS13NGT

AS45192

ROA status @
=
@
&

@

@

Search

Whois status @
@
@
=
@

@

Actions

meEm
(e [ oset]
(et st
@
@eEm

Requesis

https://www.apnic.net/wp-content/uploads/2017/12/ROUTE_MANAGEMENT_GUIDE.pdf
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Creating ROA

 Mention your prefix with ASN & desired subnet & Submit

Confirm route creation
Example for 1pv4 .
Whaois Enabled
Prefix 61452480/
Create route Origin AS 451532
Muost specific announcement S24 (distance from prefix length: 3)
Prefix 61.45 248.0/M1
lect the sub-routes to be enabled 0 :
Origin AS 45192
rigin Show| 0 .-I enlrieg Search:
O MsA Fd Salact all Deselect all
O ROA Enakled Route T
| whois Enabled |
Define Whois route attributes
Options Motify additional contacts
Showing 18210 af 15 entries 15 rows selected Provious - z Mant
Cancel G back

https://www.apnic.net/wp-content/uploads/2017/12/ROUTE_MANAGEMENT_GUIDE.pdf
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Relying Party Software

J NLnet Labs Routinator
https://github.com/NLnetLabs/routinator

(J LACNIC/NIC Mexico validator (FORT)
https://github.com/NICMx/FORT-validator

J Cloudflare validator (OctoRPKI)
https://github.com/cloudflare/cfrpki

 RPKI-Client
https://github.com/kristapsdz/rpki-client

€ MANRS %
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Routinator

 Routinator is free, open source RPKI Relying Party software written by NLnet Labs in the
Rust programming language.

 Routinator connects to the Trust Anchors of the five Regional Internet Registries (RIRs) —
APNIC, AFRINIC, ARIN, LACNIC and RIPE NCC — downloads all of the certificates and
ROAs in the various repositories, verifies the sighatures and makes the result available

for use in the BGP workflow.

e The validated cache can be fed directly into RPKI-capable routers via the RPKI to Router
Protocol (RPKI-RTR), described in RFC 8210.

https://rpki.readthedocs.io/en/latest/routinator/index.html
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Installation (Routinator)

Step by step installation process is given in Appendix-1 at the end of this slide.

grep rtr

routinator serwver
grep --color=auto

RP/0/RSP1/CPUQ:C-AGG-1#sh bgp rpki server summary
Mon Jun 7 13:25:20.597 BST

Hostname/Address
163.47.159.22

Transport State
TCP:3323 ESTAB
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Time
00:00:10

ROAs (IPv4/IPv6)
213949/39919

C { A Notsecure | 163.47.159.22:9556/m

Apps @ Google @ Gmail @& Facebook P PicoServices @ NFSEN &% Zimbra Web Clid

# HELP routinater_last _update_start seconds since the start of the last update
# TYPE routinator_last update_start gauge

routinator_last_update_start 25@

# HELP routinator_last_wpdate_duration duration of the last update in seconds
# TYPE routinator_last update duration gauge

routinator_last update duration 21

# HELP routinator_last update done seconds since the end of the last update

# TYPE routinator_last_update_done gauge

routinator_last_update_done 228

# HELP routinator_serial current RTR serial number

# TYPE routinator_serisl gauge

routinator_serisl @

# HELP routinater_ta publication_points_total publication points per trust anchor
# TYPE routinator_ta publication_points _total gauge
routinator_ta_publication_points_total{name="apnic", state="valid"} 5164
routinator_ta_publication_points_total{name="apnic", state="rejected"} @
routinator_ta_publication_points_total{name="ripe", state="valid"} 1504@
routinator_ta_publication_points_total{name="ripe", state="rejected"} 2
routinator_ta_publication_peoints_total{name="lacnic", state="walid"} 2787
routinator_ta publication_points_total{name="lacnic", state="rejected"} 1
routinator_ta publication_points_total{name="arin", state="walid"} 1350
routinator_ta publication_points_total{name="arin", state="rejected"} O
routinator_ta_publication_points_total{name="afrinic", state="walid"} 379
routinator_ta_publication_points_total{name="afrinic", state="rejected"} @

# HELP routinator_ta_objects_total VRPs per trust anchor

# TYPE routinator_ta_objects_total gsuge
routinator_ta_cbjects_total{name="apnic", type="manifest", state="valid"} 5184
routinator_ta cbjects_total{name="apnic", type="manifest", state="invalid"} o
routinator_ta objects total{name="apnic", type="manifest", state="stale"} @
routinator_ta ocbjects_total{name="apnic", type="manifest", state="missing"} @
routinator_ta_objects_total{name="apnic", type="crl", state="walid"]} 51a4
routinator_ta_objects_total{name="apnic”, type="crl", state="invalid"} @
routinator_ta_objects_total{name="apnic™, type="crl", state="stale"} ©
routinator_ta_cbjects_total{name="apnic™, type="crl", state="stray"} ©
routinator_ta_cbjects_total{name="apnic", type="ca_cert", state="valid"} 513
routinator_ta objects total{name="apnic", type="router_ cert", state="wvalid"} &
routinator_ta ocbjects_total{name="apnic", type="cert", state="invalid"} @
routinator_ta_objects_total{name="apnic", type="roa", state="walid"} 15378
routinator_ta_objects_total{name="apnic”, type="reoa", state="invalid"} @
routinator_ta_objects_total{name="apnic™, type="gbr", state="walid"} ©
routinator ta obiects totali{name="aonic". twvoe="ebr". state="invalid"t @
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OctoRPKI

e Developed and used by Cloudflare

 This application periodically refreshes the data provided by the RIRs and the delegated

organizations.

e No development after December 2020.

e RTR session is handeled by GoRTR — a separate module.

& MANRS
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Installation (OctoRPKI)

Step by step installation process is given in Appendix-1 at the end of this slide.

root@routinator-2:~#
root@routinator-2:~# ps ax |
6483 pts/e 51 0:06
6584 pts/@ R+ 0:00
ax |
56968 pts/@ 6:82
6588 pts/® S+ 0:00
root@routinator-2:~#

RP/0/RSP1/CPUO: C-AGG-1#sh bgp rpki server summary

grep gortr

-bind=163.47.159.22:8282 -metrics.addr=:8080 -verify=false -cache=http://163.47.159.22:8081/output.json

grep --color=auto
grep octo

rpki -output.sign=false
grep --color=auto

lon Jun 7 16:20:55.602 BST

ostname/Address
63.47.159.22

RP/0/RSP1/CPUD: C-AGG-1#
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Transport State
TCP:8282 ESTAB

Time
00:02:07

ROAs (IPv4/IPv6)

2140

== [

fHhy

39923
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FORT Validator

e FORT validator is an MIT-licensed RPKI Relying Party, this is a tool offered as part of
the FORT project.

* FORT is a joint initiative by LACNIC, the Regional Internet Registry for Latin America and
the Caribbean, and NIC.MX.

e RTR Configuration is done with json file.

MANRS
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Installation (FORT

utinator-2:
utinator-2:-
u+1na+3r—2

sudo service fort start

'I_,CL 'I;C'L 'I_,CL

'uﬂj :er*ice fort status

Ljaiﬂﬂ: ocaded :f ib/system: stem/fort.service; enabled; vendor

preset: enabled)

Active: ac since Mon 2821-86-67 14:81:12 UTC; 6min ago

Docs:
¥.github.io/FORT-validator/
Main PID:

Start fort as a service.

em.slice/fort.service

9 fusr/binf/fort --configuration-file fetc/fort/config.json

ChECk the status. |t WI” take some time to .: : routinator-2 systemd[1]: Started FORT RPKI validator.

3¥ routinator-2 fort[20079]: WRN: First validation cycle has bEHUH, wait until the next notification to EDH
1 1 1 67 14: 18 routinator-2 fort 9]: WRN: Location '/etc/fort/slurm/' doesn't have files with extension '.slurm’
build the first validated cache. routs - . LEEEreEs
87 14:85:48 routinator-2 fort[28079]: WRN: First validation cycle successfully ended, now you can connect your FDutH

outinator-2:
-au+1na+cr—; IS ax grep fort

Jusr/bin/ --configuration-file / /config.json

grep --color=auto

RP/0/RSP1/CPU0:C-AGG-1#sh bgp rpki server summary
Mon Jun 7 19:56:26.720 BST

ostname/Address Transport : Time

63.47.159.22 TCP:8282 ; 00:33

Step by step installation process is given in Appendix-1 at the end of this slide.
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ROAs (IPv4/IPv6)
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RPKI-Client

e rpki-client is a FREE, easy-to-use implementation of the Resource Public Key
Infrastructure (RPKI)

e The program queries the RPKI repository system and outputs Validated ROA Payloads in
the configuration format of either OpenBGPD or BIRD, but also as CSV or JSON objects
for consumption by other routing stacks.

e rpki-client was primarily developed as part of the OpenBSD Project and gets released as
a base component of OpenBSD every six months.

€ MANRS %
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Installation (RPKI-Client)

If everything goes smoothly, you will be able to see the ROA summury.
bgpctl show sets

You can apply RPKI information to reject invalids on import and export
deny quick from ebgp ovs invalid
deny quick to ebgp ovs invalid

L

-0

i)

Name : - vb FASNnUmM Las
RPKI ROA 199476 18216 -

[ |

A
o

.I_| |
14 | -

i | LE

-
REI
REI

Step by step installation process is given in Appendix-1 at the end of this slide.
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Hardware OS

Juniper - Junos version 12.2 and newer.
Cisco - I0S release 15.2 and newer, as well as Cisco IOS/XR since release 4.3.2.

Nokia - SR OS 12.0.R4 and newer, running on the 7210 SAS, 7250 IXR, 7750 SR, 7950 XRS and the VSR.

Arista - EOS 4.24.0F and newer
MikroTik - 7.0beta7 and newer

Huawei - VRP 8.150 and newer.

& MANRS
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Router Configuration

router bgp [ASN]

rpki server [SERVER IP]
transport tcp port 3323
refresh-time 120

address-family ipv4 unicast

bgp origin-as validation signal ibgp

address-family ipv6 unicast

bgp origin-as validation signal ibgp

Configuration of I0S-XR

€ MANRS %
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Decision

e Since now the validation states are visible to you, you can
decide what to do with invalids

e You can —

— Use them with low preference
— Or drop them
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Policy

route-policy RPKI route-policy RPK
if validation-state is invalid then if validation-state is invalid then
set local-preference 50 drop
else else
if validation-state is valid then if validation-state is valid then
set local-preference 200 set local-preference 200
else else
pass Pass
endif endif
endif endif
end-policy end-policy
& MANRS I
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FAH Deployment

 Fiber@Home is one of the largest Internet Gateway in Bangladesh.
 We have implemented Routinator as our validator software.
 We are still in observation period and not dropping the invalids yet.

e Communicating with our clients to make them ready for the dropping
of invalids.

A proud member of MANRS and getting all the benefits from being in
the elite platform of Routing Security.

e Securing global routing information is done by RPKI.
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One Last Thing

* ARIN has announced a surprised maintenance of 30 min in July 2021. Announcement was made on 2"
June 2021.

e They are doing it to make sure that their RPKI infrastructure is running with peak performance.
e https://www.arin.net/announcements/20210602-rpki/

 Also Job Snijders has shared some valuable insights on this maintenance work.
e https://lists.arin.net/pipermail/arin-tech-discuss/2021-June/000932.html

e Our learning —

— When you deploy RPKI, you need to keep an eye on your RPKI infrastructure performance.
— You need to make sure that any maintenance work is informed to your clients way ahead.
— Also you need to be aware of the events taking places in RIRs regarding their RPKI Infrastructure.

IEn=sts
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Reference

e https://www.manrs.org/about/

e https://blog.apnic.net/2019/10/28/how-to-installing-an-rpki-validator/

e http://www.bgp4all.com.au/pfs/training/apnic48/agenda

e https://rpki.readthedocs.io/en/latest/ops/tools.html#doc-tools

e https://www.ripe.net/manage-ips-and-asns/resource-management/certification/tools-and-resources

e https://github.com/cloudflare/cfrpkittoctorpki

e https://www.rpki-client.org/
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Appendix-1

e Step by Step Installation of Routinator
e Step by Step Installation of OctoRPKI
 Step by Step Installation of Fort

e Step by Step Installation of RPKI-Client
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Appendix-1

e Step by Step Installation of Routinator
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Installation (Routinator)

Add the line below that corresponds to your operating system to your
/etc/apt/sources.list or /etc/apt/sources.list.d/

deb [arch=amd64] https://packages.ninetlabs.nl/linux/debian/ stretch main
deb [arch=amd64] https://packages.ninetlabs.nl/linux/debian/ buster main
deb [arch=amd64] https://packages.ninetlabs.nl/linux/ubuntu/ xenial main
deb [arch=amd64] https://packages.ninetlabs.nl/linux/ubuntu/ bionic main
deb [arch=amd64] https://packages.ninetlabs.nl/linux/ubuntu/ focal main

& MANRS

@ nanoc@ROV: ~

GNU nano 2.5.3 File: /etc/apt/sources.list

deb http://us.archive.ubuntu.com/ubuntu/ xenial-backports main restricted univ

deb http://archive.canonical.com/ubuntu xenial partner
deb-src http://archive.canonical.com/ubuntu xenial partner

deb http://security.ubuntu.com/ubuntu xenial-
deb-src security.ubuntu.

deb http v .ubuntu.com/

deb-src h

deb http:/, W

deb-src http://security.ubuntu.com/ubuntu xenial-sec

deb [arch=amd64] https ckages.nlnetlabs.nl/1inux/debian/
deb [arch=amd64] https o5 .nlnetlabs.nl/Tinux/debian
deb [arch=amd64] htt o5 . nlnetlabs /Tinux,/ub

deb [arch=amd64] https ges.nlnetlabs S 1inux/ubuntu,
deb [arch=amdb4] https ages.nlnetlab Tinux/ubuntu/

[ Read 61 lines ]
M Cut Text Nl Justify

8 Write Out where Is

e Get Help A A A
AXES GRS Wil Read File W Replace Wl Uncut Text Wl To Spell
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Installation (Routinator)

Then run the following commands to add the public key and update the repository list

wget -qO- https://packages.ninetlabs.nl/aptkey.asc | sudo apt-key add -

sudo apt update

nano@rOV : ~$
Hit:1 http
Hit:2 http
Get:3 http
Hit:4 http
Hit:5 http
Get: 'c~ http
Get:/

Get: 8

sudo apt update _ _
pa. launchpad.net/ansible/ansible/ubuntu xenial InRelease

.archive.ubuntu. com/ubuntu xenial InRelease

curity.ubuntu.com/ubuntu xenial-security InRelease [109 kB]

canonical.com/ubuntu xenial InRelease

pa.]aunchpad.net’undlej’php’uhuntu xenial InRelease

.archive.ubuntu.com/ubuntu xenial-updates InRelease
rackages. n]net13h= nl/1inux/debian stretch InRelease

packages.nlnetlabs.nl/1inux/debian buster InPHTH ase
rackages.nlnetlabs.nl/Tinux;

xenial InRele
d1.bintray. com/wand/ qenelaT xenial InRelease

packages. ninetlabs.n1l/Tinux/ubuntu bionic InRelease (4,327
s.archiv .uhuntu.cumJubuntu xenial-backports InRelease [107

bintray.cmmfwandfgeneraT xenial Release

es. nlnetlabs.nl/11nux/ubuntu focal InPe1ea=e [4,3

nTnHt1ah= nl1/1inux/debian stretch/main amd64 ParF
e.ubuntu. com/ubuntu \Hn1a1—update:_ma1n amdbd Packa
package nTnet1ah= nl/Tinux/debian buster/main amdb64 Packag

pkg.ca 1da org/os/ubuntu xenial InRelease

packages.nlnetlabs.nl/Tinux/ubuntu xenial/main amdb4 Packsz

packages.nlnetlabs.nl/Tinux/ubuntu himnir main amdbd Packs

packag es. n]net1ah~ nl/linux/ubuntu focal/main amd64 Packac

S e.ubuntu.com/ubuntu \en1a1—updateJ;ma1n 1386 Packa
Done

lwan::IP(N

iy
~% wget -qO- https://packages.nlnetlabs.nl/aptkey.asc | sudo apt-key add -

~3
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Installation (Routinator)

You can then install Routinator by running this command

sudo apt install routinator

nano@ROV: ~!
nano@RoV:~% sudo apt install routinator
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

routinator
0 upgraded, 1 newly installed, 0 to remove and 197 not upgraded.
Need to get 3,287 kB of archives.
After this operation, 10.1 MB of additional disk space will be used.
Get:1 https://packages.nlnetlabs.nl/Tinux/ubuntu xenial/main amdb4 routinator amdb4 0.9.0-1xenial [3,287 kB]
Fetched 3,287 kB in 2s (1,438 kB/s)
Sselecting previously unselected package routinator.
(Reading database ... 80683 files and directories currently installed.)
Preparing to unpack .../routinator_0.9.0-1xenial_amd64.deb
Unpacking routinator (0.9.0-1xenial)
Processing triggers for man-db (2.7.5-1)
Setting up routinator (0.9.0-1xenial)
Adding system user routinator' (UID 113)
Adding new group routinator' (GID 120) _
Adding new user routinator’ (UID 113) with group routinator'’
Creating home directory /var/lib/routinator/" ...
routinator.service is a disabled or a static unit, not starting it.

IEn=sts
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Installation (Routinator)

Initialise, enable and start Routinator by running these commands.

sudo routinator-init (This command should be given in /home/user/ directory)
sudo systemctl enable --now routinator

nano@RoOV:~% sudo routinator-init

Running command as user routinator: routinator --config /fetc/routinator/routinator.conf init
Before we can install the ARIN TAL, you must have read

and agree to the ARIN Relying Party Agreement (RPA).

It is available at

https://www. arin.net/resources/manage/rpki/rpa.pdf

If you agree to the RPA, please run the command

again with the --accept-arin-rpa option.

Fatal error. Exiting.

nano@RoV:~% sudo routinator-init --accept-arin-rpa

Running command as user routinator: routinator --config /etc/routinator/routinator.conf init --accept-arin-rpa
Created local repository directory /var/lib/routinator/rpki-cache

Installed 5 TALs 1in Jvar/11b/routinator/tals

nano@ROV:~$ sudo systemct]l enable --now routinator _ _ _ : :
Created Eym11ﬂk Trom fEtCEEyStEWdISFStEWIWU1tT—UEEP.tanEt.waﬂtEIPGutTHatﬂr.SEPHTCE tTo f]1hf5y5temdf5y5temfrmut1natmr.5erv1ce_
nano@rRoOv: ~%

IEn=sts
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Installation (Routinator)

By default, Routinator will start the RTR server on port 3323 and the HTTP server on port 8323 which can be changed in
/etc/routinator/routinator.conf. You can check the status of Routinator with sudo systemctl status routinator and view the logs
with sudo journalctl --unit=routinator

nano@ROV:~% sudo systemct] status routinator
a routinator.service - Routinator 3000
Loaded: 1naded (/1ib/systemd/system/routinator.service; enabled; vendor preset: disabled)
Active: active (running) since Sun 2021-06-06 lJ JE 25 +06; 1min 31s ago
Docs: man:routinator(l)
Main PID: 3093 (routinator)
Tasks: 18
Memory: 2.1G
CPU: 56.028s
CGroup: /system.slice/routinator.servi
anGﬂJ _Ufl_h1n_|nut1natn| -—-config=/etc/routinator/routinator.cont --syslog s
06 13:
06 13:
06 13:
06 13:
06 13:
06 13:
06 13:
06 13:
06 13:

- 25 ROV
= ViR 2174
120 ROV

systemd[1]: Started Routinator 3000.
routinator[3093]: RRDP https://chloe.sobornost.net/rpki/news-public.xml: Getting notification file failed with sta
-26 ROV routinator[3093]: RRDP repository https://chloe.sobornost.net/rpki/news-public.xml unavailable. Falling back to rs
" ROV routinator[3093]: rsync://rpkica.mckay.com/rpki/MCnet/Jpd4Tjp_GB>I1RfeaOGhKZNIDmAQ.mft: stale manifest
ROV routinator[3093]: rsync://rpkica.mckay.com/rpki/MCnet/JpdTjp_GB5I1RfeaOGhKZNIDmAQ.mft: No valid manifest found.
r
r
r
I

T Iy
Yo S Ch N

el [ [
3~ =]

ROV routinator[3093]: RRDP https://chloe.sobornost.net/rpki/news.xml: Getting notification file failed with status 404
ROV routinator[3093]: RRDP repository https://chloe.sobornost.net/rpki/news.xml unavailable. Falling back to rsync.
ROV routinator[3093]: rsync://rpkica.mckay.com/rpki /MCnet/UEhZ2S5AvdIgPsUFdv92RSSaNgBnyY.mft: No valid manifest found.
ROV routinator[3093]: rsync://ca.rg.net/rpki/RGnet-0U/ovsCA/IOUcOeBGM_ThddwfvswydbnNZyyY.mft: No valid manifest found.
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routinator -v vrps

arin
arin

afrinic

,24 ,ar
24 aftrinic

arin

n

arin
arin

Installation (Routinator)

routinator server --rtr SERVER-IP:3323 --http SERVER-IP:9556 --refresh=900 &

root@routinator-2:~# routinator server --rtr 163.47.159.22:3323 tp 163.47.159.22:9556 --refresh=986 &

[1] 1656

root@routinator-2:~# RRDP https://rpkica.mckay.com/rrdp/notify.xml: failed to process snapshot file https://rpkica.mckay.com/rrdp/793b11
fa-65 4d49-b63a-5a3bd72970873/snapshot/1918.xml: error sending request for url (https://rpkica.mckay.com/rrdp/793b11fa-6583-4d49-b63a-5
a3bd7297873/snapshot/1918.xml): connection closed before message completed

RRDF repository https://rpkica.mckay.com/rrdp/notify.xml unavailable. Falling back to rsync.
rsync://rpki-repo.registro.br/repo/evfUNUa2zY¥kdYiMhCyTKaqzdGE2XWs jeyuErT3eSonkZ /0/F24D082C82FFO9E11E84C687D8D35F12108230FABD.mft: stale ma

nifest

eyuErT3eS6nkZ /0/F24DBB2C82FF9E11EBAC6E7DE8D35F1210238FABD .. mft: No wvalid
manifest found.
RRDP https://chloe.sobornost.net/rpki/news-public.xml: Getting notification file failed with status 484 Not Found

=t

RRDF repository https://chloe.sobornost.net/rpki/news-public.xml unavailable. Falling back to rsync.

RRDP https://chloe.sobornost.net/rpki/news.xml: Getting notification file failed with status 484 Not Found
RRDF repository https://chloe.sobornost.net/rpki/news.xml unavailable. Falling back to rsync.

~sync://rpkica.mckay.com/rpki/MCnet/Jpd4Tjp GB5I1RfeaOGhKZN1DmAQ.mft: No wvalid manifest found.
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Installation (Routinator)

grep rtr

routinator serwver
grep --color=auto

RP/0/RSP1/CPUQ:C-AGG-1#sh bgp rpki server summary
Mon Jun 7 13:25:20.597 BST

Hostname/Address
163.47.159.22

Transport State
TCP:3323 ESTAB

& MANRS

Time
00:00:10

ROAs (IPv4/IPv6)
213949/39919

C { A Notsecure | 163.47.159.22:9556/m

Apps @ Google @ Gmail @& Facebook P PicoServices @ NFSEN &% Zimbra Web Clid

# HELP routinater_last _update_start seconds since the start of the last update
# TYPE routinator_last update_start gauge

routinator_last_update_start 25@

# HELP routinator_last_wpdate_duration duration of the last update in seconds
# TYPE routinator_last update duration gauge

routinator_last update duration 21

# HELP routinator_last update done seconds since the end of the last update

# TYPE routinator_last_update_done gauge

routinator_last_update_done 228

# HELP routinator_serial current RTR serial number

# TYPE routinator_serisl gauge

routinator_serisl @

# HELP routinater_ta publication_points_total publication points per trust anchor
# TYPE routinator_ta publication_points _total gauge
routinator_ta_publication_points_total{name="apnic", state="valid"} 5164
routinator_ta_publication_points_total{name="apnic", state="rejected"} @
routinator_ta_publication_points_total{name="ripe", state="valid"} 1504@
routinator_ta_publication_points_total{name="ripe", state="rejected"} 2
routinator_ta_publication_peoints_total{name="lacnic", state="walid"} 2787
routinator_ta publication_points_total{name="lacnic", state="rejected"} 1
routinator_ta publication_points_total{name="arin", state="walid"} 1350
routinator_ta publication_points_total{name="arin", state="rejected"} O
routinator_ta_publication_points_total{name="afrinic", state="walid"} 379
routinator_ta_publication_points_total{name="afrinic", state="rejected"} @

# HELP routinator_ta_objects_total VRPs per trust anchor

# TYPE routinator_ta_objects_total gsuge
routinator_ta_cbjects_total{name="apnic", type="manifest", state="valid"} 5184
routinator_ta cbjects_total{name="apnic", type="manifest", state="invalid"} o
routinator_ta objects total{name="apnic", type="manifest", state="stale"} @
routinator_ta ocbjects_total{name="apnic", type="manifest", state="missing"} @
routinator_ta_objects_total{name="apnic", type="crl", state="walid"]} 51a4
routinator_ta_objects_total{name="apnic”, type="crl", state="invalid"} @
routinator_ta_objects_total{name="apnic™, type="crl", state="stale"} ©
routinator_ta_cbjects_total{name="apnic™, type="crl", state="stray"} ©
routinator_ta_cbjects_total{name="apnic", type="ca_cert", state="valid"} 513
routinator_ta objects total{name="apnic", type="router_ cert", state="wvalid"} &
routinator_ta ocbjects_total{name="apnic", type="cert", state="invalid"} @
routinator_ta_objects_total{name="apnic", type="roa", state="walid"} 15378
routinator_ta_objects_total{name="apnic”, type="reoa", state="invalid"} @
routinator_ta_objects_total{name="apnic™, type="gbr", state="walid"} ©
routinator ta obiects totali{name="aonic". twvoe="ebr". state="invalid"t @
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Appendix-1

e Step by Step Installation of OctoRPKI

& MANRS




‘octorpki_1.2.7

Installation (OctoRPKI)

__amdbd .deb’

First, go to the Releases tab, download the latest version
matching your platform.

content.com). ..

content.com) |185.19¢

715

tet-stream [fol

7.31MB/s

& github.com

@ Gmail @& Facebook P PicoServices @ NFSEM [y Fimbra Web Client...

GitHub? Team

>/ cfrpki

Issues 10

| Latest release )

Compare =

Enterprise Explore Marketplace Pricing

Pull requests 5 Actions Wiki Securit

Release v1.2.2

github-actions released this on Dec 10, 2020

Reduce strictness of walidation

Expired certificates do not invalldate the whole CA
Manifests only account for missing/corrupted files

~ Assets 7

@ octorpki-1.2.2-1.x86_64.rpm

@ octorpki-v1.2.2-darwin-x86_64

| e
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To install the Linux deb package and start it:

S sudo dpkg -i octorpki_1.1.4 amd64.deb

S sudo systemctl start octorpki

& MANRS

routinator-2 octorpki[2113]:
not l'F ]_ cat :i_r'l n.x

routinator-2 octorpki[2113]:
tification.x
routinator-2 octorpki[2113]:

tinator-2 octorpki[2113]:

routinator-2 octorpki[2113]:

time="2

lacnic.ne

time="2621

.a+r1n1c.ﬂet£112
pki[2113]:

time="2821- 8¢

time=

time="26821-86-87

time="26821-86-87T67

Installation

:40:072"

(OctoRPKI)

pki.cer
level=info

evel=info

level=info

level=info

OC +l

nsg="RRDP:

currently

erFl :

for talsflacnic.tal will be do
downloaded root certificate for ta
ository.lacnic.net/rpki/l

validating now"
dp.afrinic.net/notification

: Downloading root notification https

rrip.afrlnlr net/notification.xml
/rrdp.apnic.net/notification.
Downloading root notification https://rrd
f/rrdp.apnic.net/notification.xml d
t.ﬁml"

https://rrdp.lacnic.net/rrdp/notifica
Downloading root notification https://rrd

https://rrdp.lacnic.net/rrdp/notification

installed.)
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Installation (OctoRPKI)

mkdir tals

cd tals

wget https://raw.githubusercontent.com/cloudflare/cfrpki/master/cmd/octorpki/tals/afrinic.tal
wget https://raw.githubusercontent.com/cloudflare/cfrpki/master/cmd/octorpki/tals/apnic.tal
wget https://raw.githubusercontent.com/cloudflare/cfrpki/master/cmd/octorpki/tals/lacnic.tal
wget https://raw.githubusercontent.com/cloudflare/cfrpki/master/cmd/octorpki/tals/ripe.tal

wget https://www.arin.net/resources/manage/rpki/arin-rfc7730.tal -O arin.tal
cd ..

iroutinator-2:~/tals# wget https://raw.githubusercontent.com/cloudflare/cfrpki/master/cmd/octorpki/tals/aftrinic.tal
e/cfrpki/master/cmd/octorpki/tals/apnic.tal
efctrpki/master/cmd/octorpki/tals/lacnic.tal
efctrpki/master/cmd/octorpki/tals/ripe.tal

. d/octorpki/tals/afrinic.tal
s f/www.arin.net/resources/manage/rpkifarin-rfc77368.tal

185.199.111.133, 33, 185.199.109.133,

Connecting to raw.githubuse .com | githubusercontent.com)|185.199.111.133|:443... connected.

afrinic.tal

tals#
ftals# wget https://raw.githubusercontent.com/cloudflare/ctrpki/master/cmd/octorpki/tals/apnic.tal
5 ht 'fraw.githubuserc dflar frpki ic.tal

hubusercontent.com (raw.githubuse .1 g ; 99 , 185.199.11@.133,

& MANRS
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Installation (OctoRPKI)

Look into the tals directory to check if you have got all the 5 tals or not.

Run the validator by issuing the following command.
nohup octorpki -output.sign=false > out 2> err &

root@routinator-2:~/tals#

routinator-2:~/tals# ls

nohup octorpki -output.sign=false > out 2> err &

| e
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Installation (OctoRPKI)

If the validator runs smoothly,
you will see the ROAs in web
format by querying a json file.

The validated cache output
uses default port 8081.

GoRTR metrics uses default

port 8080.

You can build RTR session on
your desired port.

& MANRS

Apps

{"metadata":{"counts":219365, "generated™: 1u23@5195?,“malld“ 1623855557}, "roas"”
:"154.216.128.8/18", "maxLength™:1
:"41.191.128.8/22", "maxLength™: 24, n;ﬂ"'“H535958“ "ta":"AFRINIC"},{"prefix":"41.222.284.9,/22", "maxLength™: 24 gsn":"AS36958","ta" : "AFRINIC" ]},
:"41,223.216.8/22" ,"maxLength”: 24, 550" "AS36958", "ta" : "AFRINIC" },{ "prefix":"197.157.96. @flj" "MnxLength 24, gsn":"AS36958","ta" i "AFRINIC" ]},
M2cefifefan
:"41.76.128.8/21",
':”159.119.32.Bflg“,”maxLength”:19,“asn":”A532?8@4”J"ta”:”AFRINIC“‘ {"prefix":"196.4.162.6,/24", "maxLength”:24,"asn" : "AS3741" , "ta" : "AFRINIC" },
"t"2cef:e
:"41.87. 1 Ef24“ "maxLength":24,"asn"
:"41.87.3.8/24", "maxLength":24,"asn"
:"41.87.5.8/24", "maxLength": 24, "asn"
:"41,.87.7.8/24", "maxLength": 24, "asn":
:"196.2.3.8/24", "maxLength": 24, "asn"
145,195,258, @324",”maxLength”' 4,"asn
:"156.227.22.6/23", "maxLength": 24, asn":"AS13E967", "ta" 1 "AFRINIC" |, {"prefix":"45,220.32.6,/28", "maxLength™: 28, "asn" 1 "A5327399" , "ta" : "AFRINIC"},
:"196.2.32.8/22" ,"maxLength":24,"asn" : "A53741" , "ta" 1 "AFRINIC" },{"prefix™:"2001:43fT5: 200 : /48", "maxLength" : 48, "asn™ : "A542" , "ta" : "AFRINIC"},

':"154.16.289.0,/24" , "maxLength" : 24, "5sn" : "AS9E91" , "ta" : "AFRINIC" }, {"prefix":"41.180.@.8/20" , "maxLength": 24
:"41,221.182.8/24" , "maxLength" : 24, "5sn" : "AS36962" , "ta" : "AFRINIC" },{ "prefix":"196.223.21.0,/24" , "maxLength" : 24, "asn" : "AS37704" , "ta" : "AFRINIC" },
:"2801:4375:60:
:"2ceffbcd:
:"196.68.78.0,/23",
":"2cefifcbd:: 327,
:"45,195.145.6/24" , "maxLength” : 24, "asn"  "AS134548" , "ta" : "AFRINIC" |, { "prefix":"1956.10.141.8,/24", "maxLength™: 2

{"prefix”
{"prefix”
{"prefix”
{"prefix"
{"prefix"
{"prefix’
{"prefix’
{"prefix”
{"prefix”
{"prefix”
{"prefix”
{"prefix"
{"prefix"
{"prefix”
{"prefix”
{"prefix’
{"prefix”
{"prefix”
{"prefix"
{"prefix"
{"prefix’
{"prefix”
{"prefix’
{"prefix’
{"prefix”
{"prefix’
{"prefix’
{"prefix’
{"prefix’
{"prefix”
{"prefix’
{"prefix’
{"prefix”
{"prefix’
{"prefix’
{"prefix"
{"prefix”
{"prefix”

':"154.127.48.0/28" , "maxLength":24,"
':"154.82.232.8/22" ,"maxLength":24,"
:"154.92.193.8/24" , "maxLength" 1 24,"
'i"156,227.32.8/19" , "maxLength" : 19, 550" "AS328608" , "ta" : "AFRINIC" }, { "prefix": "45.204.68.0,/24", "maxLength" : 24, "asn" : "A5134548" , "ta" : "AFRINIC" },
't"169,255.112.8/24" ,"maxLength™ : 24, "asn" 1 "AS327852" , "ta" : "AFRINIC"}, {“pref1x“‘"192 96.37.8/24", "maxLength™:24,"asn" : "AS10474" , "ta" : "AFRINIC" },
':"156.68.183.8/24" "
't"197.81.152.8/24", "maxLength” : 24, "asn" : "AS12258", "ta" t "AFRINIC" }, { "prefix":"154.16.77.6/24" , "maxLength" : 24, "asn"
:"154.16.219.68/24", "maxLength” 1 24, "asn" 1 "AS20713", "ta" t "AFRINIC" }, { "prefix":"182.129.1532.0/24" , "maxLength™ : 24, "asn" 1 "AS174" , "ta" 1 "AFRINIC" },
':"154.82.280.0,/22", "maxLength" : 24, "5sn": "AS1239", "ta" : "AFRINIC" }, {"prefix":"168.119.192.0,/22", "maxLength™ : 24, "asn" : "AS32437" , "ta" : "AFRINIC"},
':"196.60.8.8/23" ,"maxLength":23,"asn" : "AS0" ,"ta" : "AFRINIC"},{"prefix":"196.60.18.8/23" , "maxLength™:23,"asn" : "AS@" , "ta" : "AFRINIC"},
:"196.41.128.8,/19", "maxLength"” : 24, "5sn" : "AS12258" , "ta" : "AFRINIC" },{ "prefix":"182.130.236.0/22", "maxLength" : 24,"
"t"2clefiecls:
':"182.165.32. @fEZ“,”maxLength” 24, "asn" "ASAL13LT", "ta" 1 "AFRINIC" |, { "prefix":"182.165.48.0/22" , "maxLength™ : 24, "asn" 1 "AS61317" , "ta" : "AFRINIC"},
:"182.165.56.6/22", "maxLength” : 24, "asn": "ASE1317", "ta" : "AFRINIC" }, { "prefix":"185.169.96.8,/19", "maxLength™:19," n;n":”A53?11§”,“ta”:”AFRINIC"},
:"182.222.180.8,/22", "maxLength™ 124, "asn" 1 "AS328453"  Mta" 1 "AFRINIC"},{ "prefix”:"45.195.2060.8,/24", "maxLength": 24,
:"165.16.128.0,/19" , "maxLength" : 24, "5asn" : "AS37314" , "ta" : "AFRINIC" }, { "prefix":"196.222.1.0/24" ,"maxLength" : 24

C {Y A Notsecure | 163.47.159.22:30¢

g Gmail RA RADE :: Howto:l

@ Google

T Facebook P PicoServices @ NFSEM &% Fimbra Web Client... Login 0 (1) Bachelor Point |... Iglevel3.net

[{"prefix”:"154.16.244.8/24",
"asn":"AS3286@8","ta" : "AFRINIC"},{"prefix":"41.86.32.8/19", "maxLength™: 2 ”a n

"maxLength”:24,“asn":"ASES@lS”,“ta":”AFRINIC“}J
":"AS36958","ta": "AFRINIC"},

s asn"i"AS3279e%", "ta " i "AFRINIC" },
:"AS3T1I99", "ta" i "AFRINIC"},

pf32", "maxLength 1438, “acn"'"A53EJSS” "ta" :"AFRINIC"},{"prefix":"2caf:f4e@:: /32", "maxLength":
"maxLength":23,"asn" 1 "AS3T7193", "ta" t "AFRINIC"}, {"prefix™:"197.155. 4. BIiQ”J"maxLength”:El,"asn

1/32", "maxLlength" 148, "asn" 1 "AS327758", "ta" 1 "AFRINIC" }, {"prefix":"41.87.0.8/24" , "maxLength": 24, "asn" : "AS36969", "ta" : "AFRINIC"},
:"AS3E060", "ta" 1 "AFRINIC"},{ "prefix™:"41.87.2.0/24" ,"maxLength™:24,"asn" : "AS36962" , "ta" : "AFRINIC"},
:"AS36969", "ta" 1 "AFRINIC"},{ "prefix™:"41.87.4.0/24" ,"maxLength™:24,"asn" : "A536969" ,"ta" : "AFRINIC"},
:"AS36969", "ta" 1 "AFRINIC" },{ "prefix™:"41.87.6.0/24" ,"maxLength™:24, "asn" : "AS36962" , "ta" : "AFRINIC" },
"A536969", "ta" i "AFRINIC" },{"prefix™:"41.221.108.8/24" , "maxLength":24,"asn" : "A4536963", "ta" : "AFRINIC"},
$"AS3ITE4Y, "ta" i "AFRINIC" ), {"prefix”:"196.43.1588.8/23" , "maxLength": 24, "asn" : "AS327687", "ta" : "AFRINIC"},
"rMAS212552Y, "ta" i "AFRINICT |, {"prefix":"156.233.192.8/13", "maxLength” : 24, "asn" 1 "AS3I28968", "ta" : "AFRINIC" },

»asn”:"AS3e916", "ta" 1 "AFRINIC" },

148", "maxlength” 148, "asn" 1 "AS3TTE4" , "ta" i "AFRINIC" }, { "prefix":"137.63.1%2.0/21", "maxLength™: 21, "asn" : "AS327687", "ta" : "AFRINIC" },
pf32", "maxLEﬂgth" 48,"a=n"'"A53?E?9" "ta" :"AFRINIC"},{"prefix":"41.180.122.0/21","maxLength": 24, "5sn™: "AS36916", "ta" : "AFRINIC" },
"maxLength":23,"asn":"AS@" , "ta" 1 "AFRINIC" },{"prefix":"154.73.251.8/24" , "maxLength": 24, "asn" : "AS23470" ,"ta" : "AFRINIC"},
"m-al:-cLEhg'I:P‘l”:iI-S,”asn":";-‘J.S3E£Il|5”_.”'ta":”.-EI.FRINIIC”}_.-["|::-r-:5~'|‘i:«'.":”155.24l!§u.95.E!u1*5"","ma:-cLer'|g'th”'M-,”r:sn“:”a-‘a.5.335|5”_.”'i:a"'”»‘J.FRINI'::”]-_I
4,"asn":"AS@", "ta": "AFRINIC"Y,

sn": "ASE131T", "ta" : "AFRINIC" }, {"prefix":"154.16.188.8/22", "maxLength™: 24, ‘asn" i "AS174" , "ta" "AFRINIC"},
sn":"AS1239","ta" : "AFRINIC"}, {"prefix":"154.219.16.08,/28" ,"maxLength" : 2@, "a=n": "AS328608","ta" : "AFRINIC"},
sn": "ASS4ERE", "ta" t "AFRINIC" },{"prefix":"154.1158. 244, EEZE",“maxLength":24,”asn“:“ASBEEEEE“,"ta“:"‘FRINIE"],

[ TR o]

:]I

‘maxlength":24,"asn" 1 "AS328227", "ta" : "AFRINIC" }, {"prefix":"196.3.164.6,/22" ,"maxLength" : 24, "a=n" : "AS11845","ta" : "AFRINIC" },

"ASTO22","ta": "AFRINIC"},

asn":"AS328391","ta" : "AFRINIC" },

$/32", "maxLength" 148, "asn": "AS328391", "ta" t "AFRINIC" },{ "prefix":"182.129.135.9/24" , "maxLength™ :24,"asn": "A561317" , "ta": "AFRINIC" },

"asn":"AS212552","ta": "AFRINIC"},
,"asn™:"AS37383","ta":"AFRINIC"],
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Installation (OctoRPKI)

GoRTR is Cloudflare’s RPKI-RTR server component, which allows RPKI-enabled routers to connect to it and fetch
the validated cache (ROA cache).

wget https://github.com/cloudflare/qgortr/releases/download/v0.14.7/gortr 0.14.7 amd64.deb

dpkg -i gortr 0.14.7 amd64.deb

connected.

out

currently installed.)
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root@routinator-2:~#
root@routinator-2:~# nohup gortr -bind=163.47.159.22:8282 -metrics.addr=:8080 -verify=false -cache=http://163.47.159.22:8081/output.json > out 2>

[2] 6483
root@routinator-2:~#

root@routinator-2:~#
root@routinator-2:~# ps
6483 pts/eo
6584 pts/O
root@routinator-2:~# ps
5690 pts/O
6588 pts/@
root@routinator-2:~4#

Installation (OctoRPKI)

nohup gortr -bind=SERVER-IP:8282 -metrics.addr=:8080 -verify=false -cache=http://SERVER-IP:8081/output.json > out 2> err &

ax | grep gortr

B:86 -bind=163.47.159.22:8282 -metrics.addr=:8080 -verify=false -cache=http://163.47.159.22:8081/output.json

8:00 grep --color=auto

ax | grep octo

6:82 rpki -output.sign=false
8:80 grep --color=auto

RP/0/RSP1/CPUQ: C-AGG-1#sh bgp rpki server summary
/7 16:20:55.602 BST

Mon Jun

ostname/Address
63.47.159.22

Transport State
TCP:8282 ESTAB

RP/0/RSP1/CPUD: C-AGG-1#

& MANRS

ROAs (IPv4/IPv6)
00:02:07

| e

Fiber @Home




Appendix-1

e Step by Step Installation of Fort
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Installation (FORT)

It has some dependencies. So need to resolve those first.
sudo apt install openssl rsync libjansson-dev -y

Version 1.5.0 is the latest official release. To fetch or review it, visit the GitHub release
sudo wget https://github.com/NICMx/FORT-validator/releases/download/v1.5.0/fort 1.5.0-1 _amd64.deb

sudo apt install ./fort_1.5.0-1_amd64.deb

thubtc

tr
. github

conn

databa
24 to

m/multi-user.target.want
3.1-1)

| e

MANRS
e Fiber @Home



Installation (FORT)

You will find an example config.json file inside /etc/fort/example.

Rename the actual config.josn file to something else and copy the config

file from example directory to /etc/fort/

In this way it will be much more easier to configure without destroying
the json format.

Change the below parameters if required.
Tal

Local-repository

Address

Port

Rest of the fields should be fine with default values.

& MANRS

nanof@routinator-2:/

nano@routinator-2:/

Eﬂﬂfig.jiﬂﬂ

nano@routinator-2:/
nanoc@routinator-2:/

Eﬂﬂfig.jSﬂﬂ

nano@routinator-2: fetc/fort/e

demo.slurm

sh 1s

| e
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Get the tals including Arin.

Installation (FORT)

sudo fort --init-tals --tal=/etc/fort/tal

1ano@routinator-2: -~
outinator-2:~!
outinator-2:/
outinator-2:/
outinator-2:/
outinator-2:/
1anof@routinator-2: /
lease download and rdai HFI” Relying
‘ve read 1t and if

=+

=}
Mm M M M M
il

=
i

=

=+

-
Il

+ rt+ ¢+ i+ +
i

-y

=+

& MANRS

t/tal%
t/tal%
ort/tal%
_-_ftali
t/tal%

o

'

—

'

—

w

M M M M [

o

/fort/tal

L

-

L

~~

-

-

-

ort/tal/
ort/tal/apnic.t
ort/tal/

t/tal/
ortftal/f

sudo fort

Party
you agree ARIN RPA,

arin.tal'!
atrinic.t

ripe.tal"’!
lacnic.t

--tal=/etc/

(RPA) from https:
oceed with ARIN

N,y &

fort/tal

'J' ) . E'lel r|-—_"|Z
s TAL download:

resources/manage/rpki/rpa.pdf.

' T
LinC
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Start fort as a service.

Check the status. It will take some time to
build the first validated cache.

& MANRS

nstallation (FORT)

utinator-2:~
outinator-2:- sudo
@routinator-2:~% sudo
F.service - FORT RPKI
Loaded: loades '

[4

B R

#

Active:
Docs:

Main PID:
Tasks:
Memory :

36 (limit:
J77.5M
CGroup: /[

9220)

rstem.slice/f

service fort start
service fTort status
validator

t.service; enabled; vendor preset: enabled)

79 Jusr/bin/fort --configuration-file fetc/fort/config.json

routinator
routinator
routinator
routinator

RP/0/RSP1/CPU0:C-AGG-1#sh bgp rpki server summary
19:56:26.720 BST

Mon Jun 7

ostname/Address
63.47.159.22

Tr*ar'lﬁpc:r*t
TCP:8282

systemd[1]: Started FORT RPKI validator.
fort[ 266790 WRMN: First walidation cycle has begun, wait until the next notification to EDH
Location lurm/ " doesn't have files with ".slurm’

First validation cycle successfully ended, now you can connect your FDutH

' Jetc/fo tension

WRM :

| grep fort
fusr/bin/ --configuration-file
--color=auto

|III = -I- i _|'II

Jfconfig.json

grep

ROAs (IPv4/IPv6)
214113/39952
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Appendix-1

e Step by Step Installation of RPKI-Client
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Installation (RPKI-Client)

First, you'll need a recent OpenSSL library (version 1.1.1c and above) on your operating system.

Next, you'll need the /var/cache/rpki-client directory in place. It must be writable by the operator of rpki-client.
mkdir /var/cache/rpki-client

The default output directory is /var/db/rpki-client, which must also be writable (if not overriden).
mkdir /var/db/rpki-client

¥ mkdir /var/cache/rpki-client

¢ mkdir /var/db/rpki-client

IEn=sts

& MANRS
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Installation (RPKI-Client)

Get the software from git hub
gh repo clone kristapsdz/rpki-client

Edit the make file and put 0 in the value of RPKI_PRIVDROP. If the value is O, it doesn’t use the Privilege Drop user.

[ ]

i+t + +
o L3 N
TR,

o O
[ 'l-_'_ [t |-__
]

1
=10 O O

0 -
= O
|

0. 0L
|
= B e Bz |

m == i

I |
3
i -
= . |_r_:'|

o M
3
Q

d =l =¥
I"D

A
i

& MANRS

o, e o

alln sed s

= = By |

.';:1iEﬂL'... B
Iq objects: 1439,

iL

ﬂderJt
.--t-l |
el g ob1 r—-l"t
.V1Fq d~|ta1:

# gh repo psdz/rpki-client

(delta 0), reuse ;—rpl-eﬂ 1439

100% fL+‘ﬂ 14 3 1|| 28 39 K9 ' *-;_“} {1B/s., done
;:Ja (1073/1073), )

/rpki # s

include Maketile.contigure

¥ If set to zero, r vil
Otherwis

ge-droppi
¥ 15 not used. 158,

e, privilec
IPKI_PRIVDROP
IPKI_PRIVDROP_USER "_rpki-client”

ad and RPKI_PRIVDROP USER

IEn=sts

Fiber @Home



Installation (RPKI-Client)

Get the TALs.

fetch https://rpki.afrinic.net/tal/afrinic.tal

fetch https://www.arin.net/resources/manage/rpki/arin-rfc7730.tal
fetch https://www.lacnic.net/innovaportal/file/4983/1/lacnic.tal
fetch https://tal.apnic.net/apnic.tal

fetch https://tal.rpki.ripe.net/ripe-ncc.tal

ik

===

ik
& N

L Ch et
0 D 00~
= =h

i
—
Ll

oot@bsd- rpk

inic.tal

ot@bsd-rpk1
rin-rfc?/ .fh.t
‘o0t@bsd-rpki:/etc/rpki # mv arin-rtc/730.tal arin.tal
ootidbsd- r:~.:£ c/rpkil # vtch | )s: //www. lacnic.net/innovaportal /i
acnic.tal 502 B 2237 kBps 00s
-oot@bsd-rpki: /etc/rpki # fetc s://tal.apnic.net/apnic.tal

nic.tal 466 B 1684 kBps 00s

oot@bsd-rpki: c/rpki # fetcl tps://tal.rpki.ripe.net/ripe-ncc.tal

ol 1
-

¥ [
g =

L3

00s

= E

3 a3 [ |

[F,
=
O B O =l

-
(i |
v 43

Mmoo -

| e
55|

p A1
s L

00s

'I._r-'-'-fll..._-";.'_'l.| ! 2 20 rBD s s
ootidbsd-r ' '

lTr1n1L.tq1

oot@bsd-rpki:/

& MANRS

¢i/arin-rtc/7730

le/4983/1/1acnic.tal
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Installation (RPKI-Client)

You will be needing open rsync for cache refresh operation.
pkg install openrsync

Go to rpki-client directory and Install rpki-client and run it with mentioning the cache location.
./configure

make

make install

Jrpki-client —v —d /var/cache/rpki-client/ /var/db/rpki-client/

0otlbs PRl /TPK1 # cd rpki-client/ oot@bsd-rpki:/etc/rpki/rpki-client # make
'3ttu_d rrk" Ht' r5h15rpk1—c!121t # ./configure nkdir -p /usr/local /bin

ontig. log: '..'“1t1r!|:] nkdir -p /usr/local/man/man8

onfigure.local: no nFu'l'l tomatic configuration) install -m 0555 rpki-client /usr/loc J] "'.L"'”".
r“-r'.:tr'ldun.: ves = r131:.:3_'l'l -m 0444 rpki-cl ‘|,..1:."|r'|,1t..:-|'| Jusr/local

{7 =C ant ? make root@bsd-rpki: /etc/rpki/rpki-client # ./rpki-client -v -d /var/cache/r
C_COMMAND \""openrsync"\"" : ki-client: ht .afrinic.net/repository/AfriNIC.cer: https sc

che

et LT rok ient: htt ki.ripe.net/ta/ripe-ncc-ta.cer: https schema ign
ﬂdau1r~ PK TH :udE _DIR \ " /var/ 'cache/rpk -+ ' et s v G

. " b K 1ent: rpk rinic.net/repository: loading
PFI DaHr 2R s Hchf Ol rok 1ent: | g [/

/man/man8/

ki-client/

ema ignored

.-||‘J

/rrdp.lacnic.net/ 'ta/rta-lacnic-rpki.cer: https schema ignored

-pipe N =1 N % -Wmissing-pro v rpki-client: rpki.arin.net/ |ﬂpau1turv_ Toading
1.0 : rpk ient: rpki.ripe.net/ta: loading
reeipiio 1-C ' J*y.1acniu net/rpki: Toading
: rpki.apnic.net/repository: loading

=Wml1 551N |;'| - I:I il |:|1‘_‘_-::|T.' '_'r' pe

rpki-client.8

/var/db/rpki-client/

IEn=sts
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Installation (RPKI-Client)

If everything goes smoothly, you will be able to see the ROA summury.
bgpctl show sets

You can apply RPKI information to reject invalids on import and export
deny quick from ebgp ovs invalid
deny quick to ebgp ovs invalid

L

-0

MName FIPv4 z FASnUmMm |

RPKI ROA 199426 i8Llb -

L
[

o
| Fy ]

o mmil1T

1
2

.I_| |
14 | -

i | LE

o A A

& MANRS

o I e e Y 5

e s ]

i L J D
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Query !!
Join MANRS : manrs.org/join/

Thanks ...

MMMMM
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