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How is filtering done presently?



How filtering is done so far...
e Varies from operator to operator
e Some filter based on route object, some based on custom logic
e Some filter only customers, some peers, very few filter upstream

e No easy/standardized end to end tooling (e.g bgpg3 exists but needs
mechanism to “push” rules to the router)
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No standardised way to filter, it's just broken...
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Introduction to ASPA

e Stands for Autonomous System Provider Authorization (ASPA)
e Brings RPKI into path validation like ROA did for origin validation

e Brings cryptography as well as easy to integrate tooling for filtering route
leaks

e More secure than AS-SETs
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Example of ASPA record

e (Customer AS number

‘customer™: "AS11708",

e Provider AS number (can be multiple) L L

e RPKI TA (Trust Anchor)

r*: "AS11967",

rs": |

. ‘Aé 99x,

e Note: Provider = upstream only & not a peer AS6939",
'Agg;;é;‘:
'AS50917",
A 057",
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ASPA validation logic

e Validation is done across the AS_PATH with possible states as: Provider, Not
Provider or Unknown state

e Similar to RPKI ROA, routes are rejected if a “Not Provider’ comes in the
path. Lack of ASPA is not dropped

e ASPA doesn'’t care if adjacency is upstream or downstream or peer but
follows validation based on declared upstream by each ASN

e Logic for rejection is applied in policy and hence can be selectively applied for
the rollout
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ASPA validation logic

AS64513 AS64514

e AS64512 has upstream AS64513 and AS64514
e AS64512 has peering with AS65500
e AS64512 has a customer AS64520

e ASPA object:
Customer: AS64520 ————
Providers: AS64512 AS65500

Customer: AS64512
Providers: “AS64513”, “AS64514”

AS64512

AS64520
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ASPA validation logic

AS64513 AS64514

e For AS64513 - they would see AS64520
as: 64513 64512 64520

e They can validate from ASPA object of
AS64520 and will mark it as valid route

AS64512

AS64520
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i
AS65500




Case of route leak

AS64513 AS64514

e |n this case AS64512 can leak AS65500
because of missing ASPA object by
AS65500

e |f AS65500 has a object, leak would be
detected & dropped by network doing P IS
the validation

AS64520
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Concept of valley free routing...



Example of valley in routing AS64524 table:

203.0.113.0/24
64523 64522 64521 64520

AS64520 AS64524

203.0.113.0/24
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Example of valley in routing AS64524 table:

203.0.113.0/24
64523 64522 64521 64520

Upstream

AS64521 does not have
AS64523 AS64522 as upstream
(hence AS64522 is
downstream) and if
AS64522 marked AS64523
as upstream then it’s a leak

AS64521

Upstream

AS64524

203.0.113.0/24 Valley =
problem!
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Example of valley in routing AS64524 table:

203.0.113.0/24
64523 64522 64521 64520

Upstream Upstream AS64520 -> AS64521 - Valid!

AS64521 -> AS64523 - No
mention in ASPA object (peers)

AS64523 -> AS64524 - Valid!

Peering

AS64521 AS64523

AS64524

203.0.113.0/24
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How to create ASPA object?

e ASPA is part of RPKI and ASPA object can be created in same way as ROA
on APNIC, ARIN & RIPE NCC

e APNIC launched ASPA support since 9th July 2026

e [n RIR hosted model, ASPA is created at RIR via RIR interface and
certificates are held in the RIR’s infrastructure

e In delegated / self hosted model, ASPA is held in own infrastructure e.g on
open source software like Krill
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Creating ASPA record in APNIC

Events Voting Tools v  Tickets & Requests v Resource Manager ~

€ Resource Ma: Internet Resources >
Whois Updates >
Whois update:
Reverse DNS Delegations >
RPKI >
IDuA ntilizatine
. Routes Route Management >
nin
Ir Nl Autonomous System Provider Resource Request Forms >
cton| Authorization (ASPA)
Intsmies Resource Transfer & Return >
NIR Tools >
Reverse DNS d
= - API Keys
2Vay

Source: https://help.apnic.net/s/article/ASPA
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Hardware support
e |Itis supported in BIRD 2.16
e |OS-XR - Cisco is running field trials since last year

e JunOS likely to support it by end of the year (~26.4)
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How ASPA is configured for path validation?

e Routers supporting ASPA will be able to connect with RPKI validator like
routinator over RTR

e Enable the ASPA validation

e Apply policy to reject “ASPA Invalid state” on the import policy
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Routinator support

e Supported in latest version 0.15.1

e Enabled by --enable-aspa when bringing up or
enable-aspa=true as static option in the config

e Gives output via RTR as well as json dump
(alongside ROAs)
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ASPA deployment at Hurricane Electric
AS6939 backbone



ASPA validation at Hurricane Electric / AS6939 backbone

e HE /AS6939 is doing ASPA validation across it's backbone for downstreams
and peers via our reactive system

e HE rejects routes where ASPA exists and upstream ASN is not matching the
AS PATH from the routing table

e Setup is integrated within existing reactive route filtering system
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Hurricane Electric Route Filtering Algorithm

This is the rowse Eltering alpovithen for customers and peers that have explicit Ehtering:
1. Aticmgt 2o find an as-5ct 10 use for this network,

1.1 In peeringdb, for this ASN, check for am IRR as-set name
Validaee the as-set mame by retricving it I it exists, use it.

12 In IRR, qoery for an ast-num for this ASN. If it exists, inspect the aut-num foe this ASN to see if we can extract from their IRR policy an as-set for what they will asscunce 10 Hurricane by finding export o mp-export 10 AS6939, ANY, or AS-ANY.
Procodence is as follows: The first match is used, "export” is chockod before “mp-export”, and "export: to AS6939" is checkiod before “export: 10 ANY " or "export: 1o AS-ANY®.
Validate the as-set pame by retnicving it. I i€ existy, use it

1.3 Check vanious isternal lists masstained by Humcase Electric’s NOC that map ASN's 10 as-set names where we discovered or were told of them.
Validate the as-set name by retnieving it. I it exists, use it.

1.4 1f 8o as-set name is found by the previous sicps use the ASN.

2. Collect the reccived rovtes for all BGP sexssons with this ASN. This details both acoeptod and filtered rowcs.

3. For cach route, perform the following rejection tests:

3.1 Reject defiualt routes 0.0.0.00 and /0.

32 Reject AS paths that use BGPAS_SET notatica (ie. (1} or {1 2}, etc). See RFC 9774 "Degeecation of AS_SET and AS_CONFED_SET = BGP".

3.3 Reject peefix dengths loss than mimimam and greater thas maximum. For [Pv4 this is 8 and 24. For IPV6 this is 16 and 48

3.4 Reject bogons (RFC 1918, documeetation peefix, efc).

35 Reject exchasge prefixes foe alf exchanges Hurricane Eleceric is d 0.

3.6 Reject AS paths that excoed S0 hops im length. Excessive BOP AS Path Prepeading is a Self-Inflicted Valnerabilaty.

1.7 Reject AS paths that use unallocatod 32-bit ASNs between 1000000 and 4199999999, hatps./iwww jaga one/assi guments'as-numbers/as-sumbers xhiml
38 Reject AS paths that use unassigned 32-bit ASNs between 4200000000 and 4294967294, Reserved for Private Use by RFC 6596,

3.9 Reject AS paths that use AS 23456, AS 23456 showld not be cacountered (m the AS paths of BGP speakers that support 32-bit ASNs.

3.10 Reject AS paths that use AS 0. As per RFC 7606, *A BGP speaker MUST NOT originate or propagate a route with aa AS number of sero”.

311 Reject routes that fail zn ASPA (Autooomous System Provider Authorizatioe) check for any bop of the path where a customer ASPA record exists and the peovider ASN is not lated s a provider,
3.12 Reject rowtes that were learned via a route server and that contsin a hop that is an ASN that has specified "Never via route servers® (peeringdb flag).
313 Reject rostes that have RPKI statss INVALID_ASN or INVALID_LENGTH based on the ofigin AS and prefix.

4. For cach route, perform the following accey tests:
4.1 1f the origin is the neighbor AS, accept routees that have RPKI status VALID based o the origia AS and prefix.
4.2 If the prefix is an announced downatream roste that is a sebect of an accopted originated prefix that was accepted dee 10 cither RPKI or an RIR handle match, accept the prefix.
43 1f RIR handles match for the prefix and the peer AS, accept the prefix.
4.4 I this prefix exactly matches a prefix allowed by the IRR policy of this peer, accept the prefix.
4.5 If the first AS in the path matches the poer and path is two hops long and the origim AS is in the expandod as-sct for the poer AS and cither the RPKI stasus is VALID or there is an RIR handle match for the origin AS and the prefix. accept the peefix.
. Reject all prefines not explicitly accepeed
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ASPA adoption coverage on bgp.he.net



ASPA Adoption report - bgp.he.net/report/rpki_and aspa

ASPAs

Global ASN ASPA Coverage -
' Covered /

S AU Mar 3008 My 00 SJull A0

ASPA Records By RIR

Not Covered

ASNSs In Global Routing Table: 87,982
Routed ASNs Covered by ASPA: 2,216
Total ASPA Records: 2,483
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Limitations

e Has network effect: Useful when large number of networks do it and large
number of AS_PATHSs can be validated completely with no gaps

e Does not differ between mixed relation like if a network is “peer” in one
continent, while transit in other

e No IPv4/IPv6 granularity: ASN is either provider or not a provider. No option
to mark as provider only in IPv4 or IPVG.

e Both ASPA objects and validation has to happen to actually be effective.
Similar to RoV situation in RPKI ROA.
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Questions?

anurag@he.net



mailto:anurag@he.net
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