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But when the 
revolution is 
getting the 
momentum…









Partial and 
a full 
Internet 
Shutdown

16 July

From 16th July 
onward Mobile Data 
Services were turned 
off

18 July

From the 18th July 
evening there was a 
complete shutdown

25 July

From 25th July, Fixed 
broadband are 
restored only for 
Emergency services 
like Banks, Hospitals, 
etc.

28 July

From 28th July Fixed 
broadband restored 
but without Social 
Media and 
messanging 
apps(Excluding 
Google services like 
Youtube)

31 July

From 31st July Mobile 
broadband returns

3 Aug.

From 3rd Aug  Mobile 
broadband stopped 
again.

5 Aug.

there was a complete 
Internet shutdown for 
around two hours.





VPN traffic raised to approximately 400 gbps compared to 30GBPS in 
normal time.
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From the earth to 
a lonely planet!!

• Life without the Internet



Basic Utilities 
were unusable

• Mobile Money
• PoS
• Ecommerce
• Prepaid Electricity, Gas, Water 

meters
• Prepaid Mobile sim’s 



Local Apps didn’t work!!

Some Apps are hosted in cloud 
abroad

Some of them used java scripts 
or API hosted in cloud abroad

Some direct IP based communication were slowed down due to 
reverse DNS failure

Apps and websites should have a lightweitght version avoiding fancy 
remote scripts or API for the disaster time.



Recent Internet Shutdown incidents

January 2026 (82 days) Iran Started with protest and intensifies during war

October 2025 Cameroon Significant mobile data and network disruptions surrounding the 
presidential election.

October 2025 Tanzania Targeted platform blocks and localized network shutdowns implemented 
around the national polls.

Sept – Oct 2025 Afghanistan Countrywide digital restrictions enforced by the Taliban, heavily blocking 
humanitarian networks.

May 16, 2025 Libya Complete network collapse following public protests against the unity 
government.

May – June 2025 Iraq Periodic, multi-hour nationwide shutdowns deployed to prevent cheating 
during national student exams.

July 15 – Aug 5, 2024 Bangladesh Severe multi-stage national blackout (broadband and mobile) utilized 
during mass student protests.

May 3 , 2024 Nepal Commercial Upstream Blackout.

Ongoing India/Myanmar Regional and localized blocks to avoid unrest



The way it was cut off

ISP 1 ISP2 ISP3 ISP4 ISP5

IIG 1 IIG 2

User 1
User 3

IX

Internet

User 2



It’s the DNS that didn’t work, though all are 
connected locally!

. Root

COM

bdcom.com

NET

fiberathome.net

EDU

univdhaka.edu

BD

bdnog.bd

BT

nog.bt



Popular 
DNS 
Resolvers 
in BD

8.8.8.8

8.8.4.4

1.1.1.1

9.9.9.9



In Case of Total Isolation

•  . root-servers.net. 3600000 IN SOA a.root-servers.net.  14400 7200 1209600 3600000
• COM/NET gtld-servers.net. 1800 IN SOA av4.nstld.com.  1783556307 3600 900 1209600 86400
• ORG/INFO org.afilias-nst.info. 86400 IN SOA . noc.afilias-nst.info. 10800 3600 2592000 86400
• CLOUD trs-dns.com. 300 IN SOA ns02.trs-dns.com.  3600 300 604800 300
• EDU edu-servers.net. 86400 IN SOA av4.nstld.com.  3600 900 1209600 86400

If ISPs uses their own recursive resolvers and there are in country root server 
mirrors, locally hosted Internet should be accessible for around 14 days!

http://a.root-servers.net/
http://a.root-servers.net/
http://a.root-servers.net/
http://av4.nstld.com/
http://av4.nstld.com/
http://av4.nstld.com/


Local 
Internet was 
down mostly 
due to the 
DNS failure

• .BD
• .বাাংলা

• Root Servers

• ccTLD Mirrors

• TLD Mirrors

These servers 
must have 
maximum 
possible 
redundancy 
including 
satellite links!!Most of these servers have local 

presence in Bangladesh. But all 
of them were inaccessible!

For ISP’s, use your own recursive resolvers, 
Don’t depend on public DNS Services



Dr. Kenny huang : Paradigm Shifts in DNS Security and Resilience.



For prolong outage > 14 Days!

The Root Server Mirrors 
and other TLD Server 

Mirrors will start to stop 
working!

• Copy the BD zone
• DNSSEC SIGN ZONE
• Add a local trust anchor!

ISP’s can still manage to 
access the local ccTLD 
(e.g. .BD) by creating a 

local root zone for .BD in 
local resolver



Popular 
Domains in 

BD

.COM

.NET

.BD

.বাাংলা

Have an in country ccTLD domain names to survive in difficult times.



Operational Continuity Strategy for Total 
Isolation
DNSSEC and TLS certificates will fail if system clocks drift during 
prolonged isolation.
• Hardening Time Synchronization (NTP)

• Deploy Stratum 1 NTP: Install a local server with a GPS-based hardware clock 
(e.g., using gpsd and chrony )

• DHCP Distribution: Update DHCP server configurations across the network to 
advertise the local NTP server’s IP as the primary time source for all clients.

If primary masters are unreachable during the isolation event, secondary 
DNS servers zones will eventually expire and stop resolving.

• Action: Administrators of secondary local DNS servers must manually override 
or extend the zone’s Expire parameter to prevent them from timing out and going 
dark during prolonged isolation
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• Fast-Fail Foreign Lookups: 
• Configure the server to return NXDOMAIN immediately for any IP prefix not 

belonging to Bangladesh. This allows requests to fail instantly instead of 
timing out.

• Bypassing "No Internet" OS Alerts
• Domain Spoofing: In your recursive DNS, create static entries for connectivity 

check domains (e.g., connectivitycheck.gstatic.com, captive.apple.com, 
msftconnecttest.com )

• Local Landing Page: Point these domains to a local web server configured to 
return a 204 No Content status or a simple "Success" string



To keep alive utilities

• Configure a separate APN for IoT 
and related mobile network 
services, ensuring it is never 
deactivated under any 
condition..

• All devices should have an 
independent backup channel. 
5G, LORA, Ethernet….



Internet 
Shutdown



Thank you!!

• Sumon Ahmed Sabir
• SANOG 44
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