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Cost Analysis

Open-source stack - $0 vs $20k/mo
alternatives



 Network Architecture § Traffic Flow
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Q) OPNsense Firewall: Control, Inspect, and Contain

\,

Minimi2e Attack Surface

Only HTTPS and VPN face the internet.

Everything else is denied at the edge.

& )
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Protect Availability

HA, QoS, and rate controls keep
services up during traffic spikes and
abuse events.

O

Inspect Before Trust

Suricata runs inline — malicious traffic
is blocked before it reaches any
service.

4

Enforce Segmented Paths

NAT, ACLs, and VLAN policy keep
traffic on approved routes. No free
lateral movement.



L) OPNsense Dashboard— Live Traffic View

root@opnsense-srv-fw.duachd @ Q

OPNsense <«

Lobby

Reporting Firewall: Log Files: Live View

System

Interfaces Choose template m

action contains »

Firewall ~
(J Select any of given criteria (or) = Auto refresh

Aliases O Q Lookup hostnames

Automation
Categories
Groups
NAT
Rules
Shaper
Settings
Log Files
General
Live View
Overview
Plain View
Diagnostics
VPN
Services
Power

Help

Interface

WAN
WAN
WAN
LAN
LAN
WAN
LAN
WAN
LAN
WAN
WAN
LAN
LAN
WAN
WAN
LAN
WAN
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OPNsense (c) 2014-2025 Deciso B.V.

Time

2025-11-04T20:27:50
2025-11-04T20:27:48
2025-11-04T20:27:48
2025-11-04T20:27:48
2025-11-04T20:27:48
2025-11-04T20:27:48
2025-11-04T20:27:48
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:45
2025-11-04T20:27:44
2025-11-04T20:27:44
2025-11-04T20:27:44

Source

173.249.200.121:443
10.224.224.139:5353
10.224.224.139:5353
10.224.224.139:5353
10.224.224.139:5353
0.0.0.0:68

0.0.0.0:68

0.0.0.0:68

0.0.0.0:68
10.224.224.139:5353
10.224.224.139:5353
10.224.224.139:5353
10.224.224.139:5353
204.76.203.206:55438
0.0.0.0:68

0.0.0.0:68
10.224.224.139:5353

Destination

103.221.252.177:38332
224.0.0.251:5353
224.0.0.251:5353
224.0.0.251:5353
224.0.0.251:5353
255.255.255.255:67
255.255.255.255:67
255.255.255.255:67
255.255.255.255:67
224.0.0.251:5353
224.0.0.251:5353
224.0.0.251:5353
224.0.0.251:5353
103.221.252.177:8080
255.255.255.255:67
255.255.255.255:67
224.0.0.251:5353
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Label

Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule

Block bogon IPv4 networks from WAN

Default deny / state violation rule

Block bogon IPv4 networks from WAN

Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule
Default deny / state violation rule

Block bogon IPv4 networks from WAN

Default deny / state violation rule
Default deny / state violation rule
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© Blocking Trackers and Ads with OPNsense + 2enarmor




se» Network Segmentation: From WAN to Services

w | WAN

il Only a tiny public attack surface

v
OPNsense
NAT, ACLs, IDS/IPS, Geolf, rate limits
N
omz Management Data 2one
Reverse proxy and CrowdSec- ad VPN-only access for admins and E No direct internet route, strict east-
— protected web services — operators west policy
© Exposure Reduced © Lateral Movement Limited B Forensics Ready
Only required ports are published; all other DMZ, management, and data each keep a Firewall and NAT decisions are logged for

paths die at the perimeter. separate trust boundary. correlation in Wazuh.



== Secure Remote Access — VPN

Remote User
Staff or admin starts a trusted session

B

Strong Auth

n
y TOTP plus certificate-based access

VPN Gateway

OPNsense terminates and logs all sessions

) N o
=)

RBAC Policy

Least-privilege access to management-only zones

%o
he

@ Operational Goal

Remove direct admin exposure from the internet. One gate, one
checkpoint, logged end to end.

ko Security Outcome

All traffic routes through the tunnel — no split tunneling — so we can
inspect everything going in and out.



as OpenVPN Configuration

F‘me ——

Multi-factor authentication

Enter OTP token:

CANCEL

OpenVPN Connect

Profiles

CONNECTED

OpenVPN Profile
DU-ECO-Mahedi_OTP

DISCONNECTED v
CONNECTION STATS

80.7KB/s

0B/s

BYTESIN BYTES OUT
14.33 KB/S 12.71KB/S
DURATION PACKET RECEIVED
00:00:1 0 sec ago




47§ CrowdSec: Fast Blocking with Community Intel

Detect Real Attack
Behavior

Scenarios catch brute force, scans, and
abuse — no static signature lists to
maintain.

Visible Impact

Block counts and attack trends are in
the dashboard — clear evidence of
what it stops.

4

Deploy Without Disruption

Nginx bouncer integration is
lightweight — added quickly with no
architecture changes.

Y

Block in Seconds

Flagged sources are blocked at the
Nginx layer immediately. No manual
step.
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Web Traffic

HTTP/S requests hit
Nginx

%' CrowdSec Architecture with Nginx

. o a ¥ o -

@ED
Log Parser > Scenario Match > Local API > Nginx Bouncer > Origin Server
Agent parses access SQLi, XSS, brute force, Decision engine with no Block at proxy layer Only clean traffic
and error logs ‘ scans cloud dependency with low latency reaches the app
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O Blocked Bad Network with CrowdSec

= Access Denied - CrowdSec x AF — a
< C @ [J % duachd & WEODE ©m
=}
Access Denied!
Your request has been blocked due to suspicious activity detected from your network.
( s
¢ Possible Reasons for This Block ® Recommended Actions
» Detected patterns consistent with automated tools or bots > Contact your Internet Service Provider (ISP) if you're using a home or shared

connection

»  Unusual request behavior or access frequency
P Reach out to the site administrator if you believe this block was applied in error

> Attempts to access restricted or unauthorized resources
. . > Avoid using automated scripts, bots, or unusual request patterns
> Suspected exploitation or injection attempts
Discontinue any malicious activity targeting this site, as it may violate
cybersecurity laws

Contact Support P Protected by CrowdSec

[ QT



(© When

last Sunday at 6:32 AM
6:32:32

last Sunday at 6:25 AM
6:25:49

last Sunday at 6:24 AM
6:24:35

last Sunday at 6:24 AM
6:24:29

B http-bad-user-agent

1decision

B http-bad-user-agent

1decision

B thinkphp-cve-2018-20062

1decision

http-probing

1decision

= CrowdSec Security Dashboard

© Source

78.46128.204
Hetzner Online GmbH

- Germany

46105.48.30
OVH SAS

(] France

195.250.31.41
WHG Hosting Services Ltd

@ India

195.250.31.41
WHG Hosting Services Ltd

O India

® Target

{8 WAF-Proxy
103.221.252.190

{8 WAF-Proxy
103221252190

{8 WAF-Proxy
103.221.252.190

{8 WAF-Proxy
103221252190

| © Alltime v

£2 Context

target uri  /robotstxt +1more) -
user agent Mozilla/5.0 (compatible; Megalndex.ru/
method GET

status 403

target uri  /robotstxt +1more) -
user agent Mozilla/5.0 (compatible; MJ12bot/v2.0.4
method GET

status 200 (1 more) -

target uri  /index.php?s=/index/\x5Cthink\x5Capp
user agent libredtail-http
method GET

status 403

targeturi  Jegi-bin/.%2e/.%2e/.%2e/.%2e/.%2e/.%2e/
user agent - (#1more) -
method POST #1more) -

status 400 *1more) -

Feedback



|~ Grafana Monitoring — CrowdSec Metrics

A
@ Q Search or jump to... & ctrl+k + v ® » &
=— Home > Dashboards > Crowdsec Metrics * - ~
Instance © T%% .. 16060 -~ ® Last7days v @ O Refresh ~

3.47 wil 3.27 wi 31.6 2.09 wil 31.6 1.36 wi

Top 10 Scenarios

crowdsecurity/http-probing
UL L L L LD L] 19.5K
crowdsecurity/http-bad-user-agent
UL L 6.66 K
LePresidente/http-generic-403-bf
L] 2.74 K
crowdsecurity/CVE-2017-9841
([ ]]] 636
crowdsecurity/http-wordpress-scan
(| ] ] 445
crowdsecurity/http-sensitive-files
[ [ ] 359
crowdsecurity/http-backdoors-attempts
[ [ ] 289
crowdsecurity/http-crawl-non_statics
[ | | 253
crowdsecurity/http-admin-interface-probing

129
crowdsecurity/CVE-2022-26134
[ | 72

> Acquisition (7 panel)
> AppSec (2 panels)

> | necal API {6 panels) v



Ir DDoS Web Traffic Blocked by CrowdSec

i
Sec
console

CrowdSec Security Report

November 17 - November 24, 2025

ATTACKS PREVENTED

1 226899% from previous period

Top Attack Behaviors Blocked

HTTP Scan 16.0M
HTTP DoS 15.4M

HTTP Bruteforce 15.4M



B Wa2uh STEM — Unified Security Monitoring

=

Collect

Ingest firewall, WAF, VPN, endpoint,
and server telemetry into one
searchable timeline.

A

Escalate

We tune rules to cut the noise. Only
alerts that genvinely need a human
response reach the team.

1,

Correlate

Link network events to host activity so
each incident can be traced from entry
point to response.

4

Integrations

Integrates Suricata IDS/IPS, CrowdSec
block decisions, VirusTotal enrichment,
and OPNsense plus VPN telemetry.

ko
Verify

FIM, rootkit checks, and CVE scans tell
us when something changed on a host
— aind whether our containment
actually held.



Nimbus Security Dashboard by Team Cymru

C o [ ° dashboard.nimbus.cymru.com/app/dashboards#/view/3e883e4e-7d35-6db7-e63e-.. |2 | @ A

Search Dashboards

O Dashboards 06 - TC - ALERTS Fullscreen  Share Clone  Reporting u

Search DOL ~  Last 15 minutes Show dates C Refresh

@ Add filter

TC - Alerts Counts (numbers) & [TC - Alert] Top Protocols [TC - Alert] Top Channel sae TC - Alerts Signatures

TCP flows 4,
@ uopP

) alert_signature: De... ~ Sum of flow Sum of bytes ~  Sum of pkts
, (N K scanner 1,613 167,840 1,722

honeypot 8 472 9
Number of Alerts

bruteforce 1 40 1
[TC - Alert] Top Source Ports TC - Alert Top 10 Destination Ports

5,060 5,060
® 25,363 ® 25,363
’// ® 49,155 ”// @ 49,155
® 19,364 Y ® 19,864
49,154 8,080
48,195 59,102
59,102 @ 5,081
80 80
@ Other ® 1332 [TC - Alert] Alerts Over Time
49,154 =

® Other
q:* = count




¥ APNIC Honeynet Dashboard

©  University of Dnska
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A DNS Security § DNSSEC at du.ac.bd

MW What Was Done

p,
W du.ac.bd — one of the first .bd domains with DNSSEC

enabled
\

© Part of the team that first signed the .bd TLD

.
‘ s & Raised DNS security standards across Bangladesh
s academio
\
| © Why DNSSEC Matters
p

@ Integrity — cryptographically signed DNS answers
prevent tampering

© Anti-Spoofing — stops DNS cache poisoning attacks

DNSKEY A A
alg=13, id=36088 B du.ac.bd/TXT du.ac.bd/A du.ac.bd/MX du.ac.bd/NS du.ac.bd/SOA

@ Chain of Trust — Root — TLD — Domain validation

20 User Protection — reduces DNS hijacking and phishing
risk




S0% Server Resource
Freed

Edge blocking cut CPU and memory

load to origin servers by up to S0%.

-

vl

Full-Stack Resilience

Each layer backs the one before it.

One gap doesn't expose everything.

Minimal False Positives

Real users pass through. Scanners
and bots don't.

[ 4
ad
Secure Developer Access

VPN-only access to management
2ones. No direct internet exposure,
full audit trail.

|~ Outcome & User Experience

S

Better User Experience

Servers stopped struggling. Response
times improved — users noticed.

O

Production-Proven Stack

Live on a 50,000-users Operational
network.



€ Cost Analysis — 2ero to Minimal

O, 2ero-Cost Stack

NG Firewall: OPNsense (open-source)

Virtualization: Proxmox VE + PBS (open-source)

WAEF: CrowdSec (open-source)

SIEM: Wazuh community edition

Monitoring: Grafana + Prometheus + Loki (0SS)

VPN: OpenVPN + WireGuard (open-source)

DNSSEC: BINDAQ (open-source)

+ Optional Paid Add-ons

W CrowdSec Enterprise: ~$29/month (optional)

% Grafana Cloud Pro: ~$19/month (optional)

% VirusTotal API: Free tier sufficient for our scale

> Total monthly cost: $0 — $48 [ month

> vs. $5,000-$20,000/month for commercial equivalents



«

Defense-in-Depth

Firewall, IPS, VPN, WAF, STEM, DNS. Breach one
layer; the rest still hold.

Auvtomate from Day One

Millions of IPs blocked avtomatically. No analyst
needed for routine blocks.

Al Key Takeaways

-
L

A\

Open-Source Is Enterprise-Ready

2ero licence cost. Commercial equivalents run
$15-20k per month.

T

Segment Aggressively

No database was ever internet-reachable. Lateral
movement had nowhere to go.

R

SIEM Is Not Optional

Threats that bypassed individual tools surfaced in
the STEM.

[N

Share and Participate

What you learn in production, others need in
their planning. Present at NOGs.



N Thank You

Questions § Discussion

"Open source isn't a budget compromise — it's a deliberate choice. Come ask me why.”

Let's stay in touch:

¥ mahedi@du.ac.bd | cse.mahedi@gmail.com

& https:ffmahedinet | M linkedin.com/in/mahedicse



https://mahedi.net/
https://linkedin.com/in/mahedicse

