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BADBOX starts with consumer devices

BADBOX starts with consumer devices

Visual generated with Microsoft Copilot. Device categories based on FBI IC3, BitSight 

and HUMAN Security reporting.



What is the threat of BADBOX

What is the threat of BADBOX

BadBox is not simply malware. It 

is a:

● Supply-chain security issue
● Consumer IoT problem

● ISP abuse issue
● Residential proxy network
● Ad fraud infrastructure

● National cyber resilience challenge

https://www.ic3.gov/PSA/2025/PSA250605
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THE EV OLUTI ON OF BA DB OX
From Early Android Backdoors to BADBOX 2.0

2016 
The Roots

*

Triada Emerges
Triada, an Android malware family, is first
observed in the wild.

Pre-installed in low-cost Android devices
Gains system privileges via firmware
Provides a  persistent backdoor

2023
BADBOX
Discovered

BADBOX (Original)
Researchers uncover BADBOX pre-installed
on Android TV boxes and other devices.

Supply-chain compromise / tampered devices
Connects to C2 servers after boot
Abused for ad fraud, residential proxy,
ac count abuse and more

Late 2023 -
Early 2024

Disruption 
Efforts begin

Takedown and Disruption
Industry and law enforcement take action
against BADBOX infrastructure.

C2 domains sinkholed and seized
App stores and marketplaces targeted
Botnet activity reduced but not eliminated

Late 2024
BADBOX
Is  Back

BADBOX Returns Stronger
Bitsight research shows BADBOX is still active
and has grown significantly.

Telemetry shows 192,000+ compromised devices
160,000+ devices are  new, unseen models
Inc ludes higher-end devices and smartphones
Most affected countries include Russia, China,
India, Belarus, Brazil and Ukraine

Early 2025
BADBOX 2.0

Emerg es
BADBOX 2.0
A broader, modular botnet ecosystem is uncovered.

200+ backdoors and modular fraud framework
Unofficial app marketplaces hosting infec ted apps
Hidden WebView ad fraud, click fraud, proxyjacking
Expands to more device types and geographies
Disruption and legal actions ongoing

BADBOX is an evolving supply-chain threat that turns consumer 
devices into criminal infrastructure at scale.
Network operators, ISPs and CERTs  should monitor, detect and 
respond.

Evolution of Badbox

Evolution of Badbox

● Original BadBox (2023)

● BadBox 2.0

● Global growth

● Supply-chain compromise model

https://www.bitsight.com/blog/badbox-botnet-back



Infection Vectors

Infection Vectors

Vector 1
Preinstalled Supply-Chain Malware

Compromise before use
Malware or loader capability may be 
present before the customer receives 
the device.

Operator framing:

Customer may not have installed 
anything.
Factory reset may not be sufficient.
Supply chain is part of the risk.

Vector 2
First-Boot Network Infection

first boot

Compromise during setup
A device may contact setup infrastructure
and retrieve a backdoor, loader or
unauthorised app.

Operator framing:

Look for repeated suspicious DNS or 
HTTP(S).
Correlate DHCP, NAT and flow records.
Do not treat one connection as proof.

Vector 3
Malicious Apps (Third-Party)

Compromise through apps
Malicious or rebundled applications may
be installed from unofficial app
marketplaces.

Operator framing:

Customer education matters.
Avoid unofficial app marketplaces.
Use passive enrichment and CERT 
channels.

Use passive telemetry, customer context, CERT coordination and source-backed indicators before making an assessment.



Why South Asia Should Care?

Why South Asia Should Care?

Common conditions

● Large imports of low-cost Android devices
● Informal electronics markets
● Limited certification verification
● Increasing smart-TV adoption

Potentially affected devices include:

● Android TV boxes
● Streaming devices
● Smart TVs
● Projectors
● Tablets



Badbox infection (Data from: 1st May 2026 - 1st June 2026)
-ShadowServer Foundation

Badbox infection (Data from: 1st May 2026 - 1st June 2026)

-ShadowServer Foundation

Scan QR Code to 

access Shadow 

Server stats



Bhutan Case Study

Bhutan Case Study

Security monitoring shows that every 

internet provider in Bhutan has devices 

affected by the Badbox malware. This 

affects at least 2% of each provider's 

network.

Actions: Little has been done so far. 

This is still a work in progress.



Technical Indicators and TTPs

Technical Indicators and TTPs

C2 Infrastructure: Known command-and-

control domain names include coslogdydy[.]in, 

yydsmr[.]com, logcer.com

Bitsight’s analysis found dozens of related domains (e.g. 

cxlcyy.com,

goo loger.com, yydsmr[.]com, etc.) that share naming patterns or SSL 

certificates

These domains often serve backdoor payloads (e.g. 

/uploads/apk/... ) or respond with encrypted commands

Monitoring DNS queries for these domains (or their SSL 

fingerprints) is a key technical control.

https://www.virustotal.com/gui/domain/cxlcyy.com
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Technical Indicators and TTPs
badbox_cloudflare_check_v3.sh

Compares the current Cloudflare Radar Top 1 
Million domain dataset against the list of known 

BADBOX 2.0 domains.

The script can either:

• download the latest Cloudflare dataset using 

the Radar API, or
• analyse an existing CSV that has already been 

downloaded.
• No DNS lookups are performed and no 

Internet scanning occurs.

https://github.com/waz-here/notes/tree/main/malware_research/badbox

https://github.com/PeterDaveHello/top-1m-domains
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Technical Indicators and TTPs
run_badbox_enrichment.sh

https://github.com/waz-here/notes/tree/main/malware_research/badbox
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Technical Indicators and TTPs

https://github.com/waz-here/ccTLD-domain-analysis/tree/main



Technical Indicators and TTPs

Technical Indicators and TTPs

https://threatfox.abuse.ch/browse.php?search=malware%3Abadbox



Technical Indicators and TTPs (cont)

Technical Indicators and TTPs (cont)

Malicious APKs: The botnet uses specially crafted Android apps. Malwarebytes identified app 

packages (e.g. com.yandex[.]tv[.]home, com[.]instwall[.]launch , etc.) linked to BadBox .

Google/Trend Micro discovered “decoy twin” apps: benign app listings in Play versus identical 

malware outside

Malicious publishers include “Seekiny Studio” and others . Signature-
based defenses can block known bad APKs.



Technical Indicators and TTPs (cont)

Technical Indicators and TTPs (cont)

Traffic Patterns: Infected devices frequently make hidden HTTP(S) requests.

Researchers note

“hidden WebViews” loading hundreds of ad-heavy HTML5 game sites C2 check-ins use unique 

URI paths (e.g. /terminal/client/ , /ota/api/tasks/v2 with device-specific
query parameters)

Large spikes of DNS resolution (millions for yydsmr[.]com) indicate botnet scale Network 

defenses can flag such abnormal volumes.



Technical Indicators and TTPs (cont)

Technical Indicators and TTPs (cont)

Device Indicators: The FBI bulletin lists user-facing signs requiring Play Protect be 

disabled, use of unrecognized apps or marketplaces, sudden ad pop-ups, and unexplained 

network traffic .

Forensics on a suspect device may reveal hidden Android processes or 

unauthorized device admin apps.



Finding Malware in an Android TV Box

https://youtu.be/vIuT7rJgc8w

Matt Brown

Technically unsure

https://www.youtube.com/results?search_query=badbox+2.0+malware+investigation
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Recommendation for South Asia

1. Certified devices
2. Trusted suppliers
3. Approved app stores

Prevent

1. DNS monitoring
2. Threat intelligence
3. Shadow Server reports

Detect

1. CERT coordination
2. Indicators of compromise
3. NOG collaboration

Share

1. Remove insecure devices
2. Validate remediation
3. Track lessons learned

Recover

1. Customer notification
2. Abuse handling
3. CERT escalation

Respond
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BADBOX response

Use telemetry to 

prioritise validation, 

notification and 

coordinated action.



Recommendation for South Asia

Recommendation for South Asia

Technical Measures:

● Enforce Device Certification

● Harden App store

● Network Level Detection

● Firmware Integrity Checks

● IoT network Segmentations

● Regional threat-intelligence sharing



Recommendation for South Asia

Recommendation for South Asia

Policy Recommendation:

● IoT/Device Security Standards (IoT security baselines)

● Market Surveillance and Certification

● Market place accountability

● Cross-border Cyber Cooperation

● Legal Enforcement



Recommendation for South Asia

Recommendation for South Asia

Human & Awareness 

Campaign

Public Awareness 

Campaign

Technical Training for IT 

Staff

Incident Reporting 

Mechanism

Developer & Student 

Outreach

Continuous Evaluation

NOG Collaboration
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Bonus – AI prompt

Bonus – AI prompt

https://github.com/waz-here/notes/blob/main/malware_research/badbox/chatgpt_prompt.md

Act as a senior malware analyst and network threat researcher.
I am preparing a report on identifying BadBOX and BadBOX 2.0 
malware infections using network traffic analysis.

Produce a comprehensive research report that covers the following.
1.Threat Overview
Explain:
•What BadBOX is.
•What BadBOX 2.0 is.
•How the malware evolved.
•Infection methods.
•Supply chain aspects.
•Device types affected.

•Geographic distribution.
•Criminal infrastructure.
•Current status of the botnet.

Include publication dates so I can determine whether information is 
still current.
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